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Glossary
Acronyms and abbreviations

CBM
CcwcC
C&S
DA
DIV
GCEP
HWR
IAEA
LFUA
LWR
MBA
MUF
NDA
NEA
NPT
OECD
OPCW
OSscCC
PIV
SNRI
SQ
SWU
WAEM

Conbdence-building measure
Chemical Weapons Conventidghi#)
Containment and surveillance
Destructive analysis

Design information veribcation

Gas centrifuge enrichment plant

Heavy water reactor

International Atomic Energy Agency
Limited frequency unannounced access
Light water reactor

Material balance area

Material unaccounted for
Non-destructive assay

Nuclear Energy Agency (OECD)
Nuclear Non-Proliferation Treaty%%
Organisation for Economic Co-operation and Development
Organisation for the Prohibition of Chemical Weapons
Open Skies Consultative Committee
Physical inventory veribcation

Short notice random inspection
Signibcant quantity

Separative work units

Wide area environmental monitoring



Iranian nuclear facilities

BNPP
FEP
FMP
HWPP
IR-I"
KEC
PFEP
UCF
ZMP

Bushehr Nuclear Power Plant
Fuel Enrichment Plant

Fuel Manufacturing Plant
Heavy Water Production Plant
Iran Nuclear Research Reactor
Kalaye Electric Company

Pilot Fuel Enrichment Plant
Uranium Conversion Facility
Zirconium Manufacturing Plant

Nuclear materials

DU
DUF,
HEU
LEU
LEUF,
LEUO,
NU
NUF,
NUO
UF,
uo,
uoc
UOF,
UO(NO,),

$

Depleted uranium
Depleted UE

High enriched uranium
Low enriched uranium
Low enriched UF

Low enriched UQ
Natural uranium
Natural UF,

Natural UQ,

Uranium hexaf3uroide
Uranium dioxide
Uranium ore concentrate
Uranyl Buoride

Uranyl nitrate

Mathematical symbols

(Only symbols used in the main text, not in appendices are listed here)

A
B

False alarm probability
Detection probability



. Relative error in closing a material balance
A Size of material diversion that can be detected foo.ginelf
6(MUF) Standard deviation of MUF

T(M) The throughput of material M through a given facility



Foreword

The development of nuclear energy has important benebts and applications, most notably in electricity gen
eration and medical science. However, the same technology and materials can also be adapted and utilisec
in nuclear weapons, to wreak havoc on an almost unimaginable scale. It is the Janus-like nature of nuclear
research and technology (as well as the possibility of a severe nuclear accident) that create concern about th
development of new nuclear power prograrimiess especially so if such programmes, for whatever rea

son, are established under a veil of sétrecyrrent controversy surrounding IranOs nuclear plans is a case

in point.

Iran failed to fully inform the international community about its ambitious plans to master the nuclear
fuel cycleThis secrecy has given rise to considerable suspicion and distrust of IranOs intentions with regard
to its newly acquired technology. Consequently its programme may, even if it was always meant to be peaceful,
have a profound impact on regional stability and, indeed, international peace and securitylesafadeole.
it is fundamentally important that international trust in IranOs intentions is restored.

This paper, together with its companion study, collectively aim to identify a range of possible veribcation,
transparency and conbdence-building mechanismsNthrough which trust can be re-established and further
strengthenedhe two papers are written from a technical and legal perspective and are intended to give an
independent, impartial and dispassionate analysis of possible measures and processes to facilitate resolutic
of the current situation.

The aim of veribcation is to establish or increase conbdence that all parties are implementing an agreement
fairly and gectively. However, no veribcation regime is ever going to be one hundredipeticenbach
veribcation mechanisms in isolation would only partly address the international communityOs concerns. Inter
national trust in IranOs long term intentions cannot be restored simply by making sure that no nuclear material
is divertedThe solution has to be broader, transparent, legally binding, and based on dialogue and respect.
Additional conbdence-building measures could play an important role in strengthening any agreed veribcation
system, promoting transparency and allowing states to demonstrate goodwill.



Although these two VERTIC reports concentrate on the case of IranOs nuclear programme, we belie\gle they
are more widely applicablee world seems to be facing a nuclear renaissance, and questions relating to the
intentions of states are bound to surface again, long after the Iranian issue is solved and forgotten. It is therefore
important to think in terms of what, if any, veribcation, transparency and conbdence-building measures can
be devised and applied if and when a country is attempting to develop a nuclear programme, in order to address
the potential concerns of the international community.

| am grateful to our reviewers, drawn from various governments and academia on three continents, whose
comments on the two reports were invaluable. Indeed, their advice, support, and enthusiasm were much
appreciated by the research atal have strengthened the Pnal product. Finally, | wish to thank the Joseph
Rowntree Charitable Trust for funding these studiesNand for its unwavering support for VERTIC and its
mission.

Michael Crowley
Executive Director, VERTIC



10

Introduction

International Atomic Energy Agency (IAEA) safeguards exist to build trust that statesO nuclear programmes
are exclusively peaceful in nature. In the vast majority of cases they have been successful in achieving this ain
A robust veribcation system, based on intrusive inspections, usually places the IAEA in a position where it

can provide credible reassurance that states are complying with their treaty commitments. In a few cases,
however, nuclear safeguards have failed to build trust. Sometimes this is a result of the IAEA being unable to
verify compliance. More often, however, it is because the IAEA has not been able thgientideidence

to convince doubters that a stateOs nuclear programme is exclusively peaceful.

If a state Pnds that existing safeguards do not enable it to demonstrate the exclusively peaceful nature of
its nuclear programme, it has the option of accepting additional safeguards on a volufitasyplgss.
explores how a state might use such Otransparency measuresO to build trust. In order to make the discussi
more concrete, it focuses on IranNthe most pertinent current example of festatefsam a lack of trust
in its nuclear programme. In this case the trust depcit is severe. Examination of Irafftihéseforeer
tunity to consider some more radical conbdence-building measures (CBMs) that might not be needed in other
cases. None of the measures proposed here, however, is specibc to IranNthey could all be applied to other state
with the proviso that where the trust debcit is less extreme fewer or less radical measures will be required.

It is beyond the scope of this paper to provide a detailed history of the IAEAQs investigations into IranOs
nuclear programme. For current purposes fhigesut to state that, according to the IAEA Director General
in an Augustoo6 report on the subject, Othe Agency remains unable to make further progfestsin its e
to verify the completeness and correctness of IranOs declarations with a view to conPrming the peaceful natur
of IranOs nuclear progranirBe®sequent reports have not dradiereint conclusions.

In an attempt to resolve various outstanding questions, the IAEA has requested that Iran implement further
Otransparency measurewhich extend beyond the formal requirements of the Safeguards Agreement and
Additional Protocoldhe UN Security Council has endorsed this request three times, in res@jations
1737 andr747, calling on Iran Owithout further delay to take the steps required by the IAEA Board of‘GovernorsO.



In addition, the Security Council has demanded that Iran suspend ‘all enrichment-related and reprocessing
activities, including research and development” as well as ‘work on all heavy water-related projects’.” At the time
of writing, Iran has not provided the IAEA with all the information requested or access. Nor has it suspended
its enrichment or heavy water reactor (HWR) programmes.”

An additional Security Council resolution would be required for Iran to be permitted to restart its enrichment
or HWR programmes—permission to restart these programmes is NOtan automatic result of an IAEA finding
that Iran has come back into compliance with its safeguards agreement. In the interests of facilitating a diplo-
matic settlement to the current dispute, one possibility would be for the Security Council to assure Iran that
it would be permitted to restart some or all of its proliferation-sensitive activities under additional safeguards
as soon as it has complied with the Security Council’s demands and the IAEA has resolved all the outstanding
questions about its nuclear programme.® % is paper seeks to analyse how additional safeguards and other
transparency measures could be employed in these circumstances to help build trust in the exclusively peaceful
nature of Iran’s nuclear programme. Such safeguards would be ‘voluntary’ in the sense that Iran would have
freely chosen to adopt them as part of a negotiated settlement. % ey could, however, form part of a formal
agreement that would be binding once entered into.

It is important to reiterate that nothing in this paper should be taken to imply that Iran’s adherence to
Security Council resolutions is optional. Instead, this paper recognizes that should Iran suspend its enrichment
programme, negotiations with the E& &(France, Germany and the United Kingdom plus China, Russia and
the United States) would follow.” % e future of the Iranian nuclear programme would certainly be discussed
in such talks. Iran has frequently expressed scepticism that the Security Council would ever permit it to recom-
mence sensitive nuclear activities—and it is highly probable that some of the E&&might oppose the Security
Council lifting its prohibitions against such activities, even if all outstanding questions about the peaceful
nature of Iran’s nuclear programme had been answered. % s is likely to be a serious barrier to a negotiated
settlement. However, it might be possible to reach an agreement in which Iran recommenced some or all of its
sensitive nuclear activities following its fulfilment of the Security Council’s requirements and the introduction
of agreed additional nuclear safeguards and transparency measures.

Under such an arrangement, Iran might initially limit its uranium enrichment to a small-scale pilot project
under additional safeguards. In the longer term, however, once international trust had been fully restored, addi-
tional safeguards would no longer be necessary and Iran could start its own commercial enrichment facility—if
it still wanted to do so. Indeed, additional transparency measures may be useful not only to create the right
environment for an initial agreement on the restart of Iran’s pilot enrichment facility, but also to rebuild trust

in the long term.
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It seems certain that much more than IranOs nuclear programme would be discussed in talks between Iran
and the E+. In the context of these wider discussions Iran mightoohalt further development of, or to
completely abandon, certain elements of its nuclear programme. To enable the international community to
respond to ar'@r of this kind in an appropriate manner, it is necessary to establigttiemseich measures
would be from a conbdence building perspective. For instance, ifNbecause of the possibility of a clandestine
programmeNa permanent cessation of enrichment would haveditlerelranOs ability to produce nuclear
weapons, there would be little point in thel Enaking substantial concessions in order to achieve such a
cessatior#t is paper therefore also considers how much conbdence Iran could build by terminating various
parts of its nuclear programme.

In summary, therefore, the aims of this paper are three-toldd€a}ify additional safeguards and other
transparency measures that Iran could implement voluntarily with the aim of building trust in its nuclear
programme; (Kp analyse the measures individually and determine, from a conbdence building perspective,
how & ective each is likely to be; andqauggest which measures should be prioritized as part of a negoti
ated settlement.

An accompanying VERTIC report examines the legal issues surrounding conbderi¢mipaifticwar,
it presents a detailed analysis of what is required of Iran under existing Security Council resolutions and out
lines a possible legal framework to facilitate the conbdence-building process.

Background: nuclear proliferation and nuclear safequards

# is section brieBy outlines the nuclear fuel cycle and provides a summary of how IAEA safeguards work.
# e nuclear fuel cycle principally concerns two materials: ugdnéuna-plutonium# ese undergo Pssion

and hence can be used as fuel for nuclear power plants and in nuclear weapons. Plutonium does not occur

naturally: it is synthesized in nuclear reactors. Uranium does occur naturally, but as a mix §ohgisting of

cent uraniun&!) and onhy24* per cent uraniund!'. Although some nuclear reactors use natural uranium,

most require it to be enriched to between three and six per cent (the enrichment level of the fuel being the

percentage of uraniugi* it contains). Nuclear weapons typically require uranium enriched to more than

)%per cent. Uranium with an enrichment level of b&igaer cent is termed low enriched uranium (LEU).

Uranium enriched to abo@&fper cent is termed high enriched uranium (HEU3.main stages in the

nuclear fuel cycle are listed below and summarized i$ Bgisrénportant to emphasize that there are

many variants on the scheme discussed here. For instance, many countries do not reprocess spent nuclee

fuel; a signibcant proportion of reactors use natural uranium, which means that enrichment is not required,;



Figure! Schematic of the nuclear fuel cycle
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¥ Mining: uranium ore is extracted from the earth. It typically contains legsstheent uranium by weightN
often much less.

¥ Milling: uranium ore is chemically puriPed to form uranium ore concentrate (UOC, sometimes known as
yellowcake). UOC is uranium oxideNnormalI;prut sometimes U@r UO .

¥ Conversion: UOC is puribed further and chemically converted into a form appropriate for its use.-For enrich
ment it is almost always converted into uranium hexalRuorjiidf(Uis to be used in a reactor fuelled by
natural uranium it is normally converted into uranium dioxide) (f@ranium metal.
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» Enrichment physical process such as centrifuging or gaseous diffusion is used to increase the percentage
of uranium-23s in the material (by preferentially extracting those UF, molecules containing uranium-23s).
Essentially, the same technology can be used to produce LEU for a reactor or HEU for a bomb. Depleted
uranium (uranium containing less uranium-235 than natural uranium) is produced as a by-product of this
process.

* Fuel fabricatiomgpically, low enriched UF, is chemically converted into low enriched UO , which in turn is
fabricated into reactor fuel. Depending on the type of reactor, however, fuel can also be made from a number
of other materials including uranium metal (low enriched or natural) and natural UO..

* Irradiation:the fuel is used in a nuclear reactor to produce energy. Plutonium is produced as a by-product.

* Reprocessiihgi plutonium and the unused uranium are extracted from the spent fuel and ultimately recycled.
The plutonium produced in this process could be used in a nuclear weapons programme.

 Disposalyaste products from reactors and reprocessing are placed into casks and stored.

Under the terms of the 1968 Nuclear Non-Proliferation Treaty (NPT), the IAEA is charged with safeguarding
the nuclear fuel cycle ‘with a view to preventing diversion of nuclear energy from peaceful uses to nuclear
weapons or other nuclear explosive devices’.” More detailed arrangements for safeguards are set out in an agree-
ment, known as the Comprehensive Safeguards Agreement, which non-nuclear weapon state parties to the
NPT are obliged to conclude with the IAEA. Although it does give the IAEA the legal authority to detect
undeclared nuclear activities, the principal purpose of INFCIRC/153—as the Model Comprehensive Safeguards
Agreement is also known—is to give the IAEA the practical tools it requires to be able to detect whether states
have diverted nuclear material (uranium-235 and plutonium) from declared facilities. To this end, states are
obliged to declare all facilities in which nuclear material is present, report all movements of nuclear material
and accept periodic inspections. The main purpose of these inspections is to measure the amount of nuclear
material present in facilities to ensure that none has been secretly removed—a technique known as nuclear
material accountancy. A range of complementary tools, such as containment and surveillance (C&S) measures
(the former include seals and the latter cameras and radiation monitors), are used to maintain continuity of
knowledge about nuclear material inventories and reduce the overall inspection effort. During the 1990s a
new safeguards instrument, the Model Additional Protocol (INFCIRC/540), was developed to enhance the
ability of the IAEA to detect clandestine facilities. The powers that INFCIRC/153 gives the IAEA in this regard
are fairly limited. In contrast to INFCIRC/153, states parties to the NPT are under no legal obligation to accept
the additional protocol. As of March 2007, 78 states had done so.” A summary of some of the more technical

aspects of nuclear materials accountancy is given in appendix I.
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Method of analysis

In general, there are three ways in which a civilian nuclear programme can be used for military ends: Prst,
declared nuclear material can be diverted for use in a military programme; second, the knowledge gained
from running a declared civilian programme can be used in a clandestine military programmeNthis is some
times known as the Osneak-outO scenario; and, third, having developed fuel cycle capability as part of a declau
programme, a state can leave the NPT, end international oversight and use that capability to produce pssile
material for use in nuclear weapbnis. scenario is sometimes known as ObreakoutO.

I e main body of this paper is organized into Pve parts. Part | examines the possibility of Oreducing the scope
of nuclear activities in a state (i.e. the termination or permanent suspension of particular fuel cycle activities).

I ese measures could potentially address all three generic concerns. Parts Il, Ill and IV deal with each of the
three concerns individually. Part Il examines measures which can increase conbdence in non-diversion from
declared facilities, part Ill deals with detecting clandestine activities and part IV with breakout. Successful
conbdence-building processes nearly always have some elements of reciprocity. Part V, therefore, considel
measures that the international community could take to ensure that conbdence building is not entirely a one-
way process. e issue of prioritization is addressed in the conclusions.

I e bulk of this report, parts | to 1, consists of the detailed analysis of particular transparency measures.
Each proposal is outlined and, where appropriate, the status quo is discussed to explain, in detail, the nature
of the particular problem being addressed. Any relesetst@f the additional protocol are then considered.
Implementation and ratibcation of an additional protocol would strengthen the safeguards system in certain
key respects and also be a sign of good faith. Because an additional protocol would be an instrument of broad
application it is not treated separately but analysed throughout the text wherever relevant. For each proposed
transparency measure, an analysis of the way it supplements the existing safeguards system is presented. Fina
a brief evaluation is presented in boxed text at the end of each section.

Each proposal is rated OlowO, OmediumO or OhighO under the categories of Ocost of implementationd and (
in conbdenceOe former category is self-explanatory, although it does not include the money Iran has already
spent on building the facility in questibne latter category is the authorsO estimate dfduivecthe
proposal is likely to be from the perspective of building conbdence. Such a simple measure is necessarily rathe
crude. Rating a proposal OhighO on the increase in conbdence scale, for instance, does not imply that it is,
itself, likely to rebuild trust completely. For example, terminating construction of the Fuel Enrichment Plant
(FEP) is rated OhighO because it is widely seen as a necessatgjdnit wonsiition for rebuilding con
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fidence in Iran’s enrichment programme. Moreover, it is necessary to consider transparency measures not in
isolation but as part of a package—and rating measures in this way allows them to be compared more easily. It
also provides a simple message for busy policy makers. On balance, the benefits of presenting a simple ‘bottom
line’ for each measure do seem to outweigh the detrimental e! ects.

Confidence building is a subjective process. Some measures that, at an objective level, contribute very little
to the safeguards system may, in practice, lead to a significant increase in the confidence of the international
community.” Other measures that enhance the safeguards system significantly may inspire little confidence
outside of the technical community. $ is paper does not attempt to take such external ‘psychological’ factors
into account. Itattempts as objectively as possible to analyse each particular measure on its technical merits, and
does not predict how the international community will react to such measures in practice.

$ ere is obviously a limit to the number of proposals that can be considered in this paper, and it was therefore

necessary to develop criteria to select measures for inclusion. $ ree such criteria are used:

". Measures that would be completely unacceptable to either party are excluded. A permanent termination of
all nuclear activities in Iran, for example, is not considered here.

% Only measures that use reliable and proven technologies are included. Although novel technologies have
an important role to play in safeguards generally, demonstrating their reliability and developing a protocol
for their use takes time. It therefore seems unlikely that they could be used as part of the solution to a
pressing problem.

# Only transparency measures directly related to the nuclear fuel cycle are considered. Measures to build trust
more generally between states lie outside the scope of this paper. $ at is not to say that such measures are
not important—in fact the contrary is true. Transparency measures related to a state’s nuclear programme
are almost certain to work best if they are part of a more general confidence-building process. $ e stand o!
with Iran, for instance, is at a fundamental level the result of a general lack of trust between the Iranian
government and governments in ‘the West'—particularly, but not only, successive US administrations.
Accordingly, increasing transparency in Iran’s nuclear programme can, at best, only be part of the solution.
$ is is manifested most obviously in the concern that Iran will leave the NPT entirely. $ is fear stems not
so much from any particular feature of Iran’s nuclear programme as from the underlying lack of trust in the
Iranian government. To allay this and other fears will require more than just the ‘technical’ measures outlined

in this paper.
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Figuré Schematic diagram of Iran’s planned fuel cycle activities
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NoteValues in brackets indicate the level of enrichment. Where no figure is given, the material is unenriched.

Nuclear activities in Iran

Iran is a signatory to the NPT and a member state of the IAEA. It has an INB@YRBEsafeguards agree

ment in forcé, but the additional protocol Iran signed%bBecembeg&."# , and applied provisionally, was
suspended dnFebruar®"( .) e starting point for this study is IranOs planned nuclear programme, shown
schematically in bgu&g e arrows indicate the Row of uranium through the system. All Bows are measured
in tonnes of uranium per year (tU/yitjnoring process losses (which are generally fairly small) the Bow of



materials around the fuel cycle, when measured in these units, is conserved; that is, a facility which can produce
I""tUlyr of natural uranium hexafluoride (NUF,) requires I"" tU/yr of UOC.

Iran has two small uranium mines, Saghand and Gchine, and each has an associated mill—at Ardakan and
Bandar Abbas, respectively. It is intended that these mines together will produce $%U/yr.” By July "'& Gchine
had started mining operations and Bandar Abbas had been hot tested.”Saghand was due to start production
by the end of I'""# , but there is no evidence that it has done so. Its associated mill at Ardakan, which was
due to start operation concurrently with the mine, was described as ‘at an early stage of development’ in the
summer of ""& . Given the capacity of the two mines, it is inferred that Iran will have to import %&{U/yr in
order to meet its requirements.

) e medium-scale Uranium Conversion Facility (UCF) is located at Esfahan. ) e process lines that are
planned at the UCF are summarized in figure *.*According to its design specifications, the UCF has the capacity
to convert !!"  tU of UOC each year into: (a) I"" tU of NUF,; (b) %'tU of natural uranium (NU) metal; and
(c) %'tU of natural uranium dioxide (NUO, ).

After enrichment, the UCF can convert *" tU/yr of low enriched uranium hexafluoride (LEUF,) into low
enriched uranium dioxide (LEUO, ); and %$'tU/yr of depleted uranium hexafluoride (DUF,) into depleted
uranium (DU) metal. Finally, there is a line to convert imported LEUF,, (enriched to %/$ per cent) into
*" kilograms of uranium per year (kgU/yr) of LEU metal. It seems (from reading the open source literature)
that only the line to synthesize NUF, from UOC is currently operational.

Iran’s declared centrifuge operations are centred on Natanz. ) e Pilot Fuel Enrichment Plant (PFEP) is
partially operational—two out of six cascades have been completed in addition to various smaller test cascades
(each full cascade consists of %#&achines).” ) e FEP, which is designed to house about +",""  centrifuges,
is also under construction. According to the IAEA’s most recent report, two %#&nachine cascades have been
installed there and a further two were ‘in the final stages of installation’.”*According to recent media reports
Iran has now installed about %™ centrifuges there."

To complete the front end of the fuel cycle Iran is currently building a Fuel Manufacturing Plant (FMP)
and an accompanying Zirconium Manufacturing Plant (ZMP) at Esfahan.” Together the UCF, FEP, FMP
and ZMP are designed to be able to meet the fuel requirements of the Bushehr Nuclear Power Plant (BNPP),
a Russian-built VVER-%""" reactor. ) e date for Bushehr’s completion has been rather fluid in the past and,
at the time of writing, it is far from clear that Russia will agree to complete work on the project.

Iran’s heavy water reactor programme is based at Arak. It includes the Iran Nuclear Research Reactor (IR-&"),

a &" megawatt-thermal research reactor, and the Heavy Water Production Plant (HWPP). According to the



Figure Schematic diagram of the process lines at the UCF
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NoteValues in brackets indicate the level of enrichment. Where no figure is given, the material is unenriched.

Iranian government, the HWPP became operatiofi#in® Construction of the IB* commenced in
I"'$ . A design inventory veribPcation%danuary™& conbrms that civil construction is still on-going,
as does satellite photograpltyis unclear when the IR-will be commissionedNestimates have varied,



ranging from 2007 to 2014.” With appropriate reprocessing capacity, the IR-40 has the potential to produce
about 9 kg of weapons-grade plutonium per year.” However, the IAEA has ‘no indications of ongoing repro-
cessing activities’ anywhere in Iran.” Finally, Iran has a number of other facilities, including research reactors,
laboratories and waste-handling facilities.”

Table 1 shows the minimum amount of nuclear material that Iran would have to divert at each stage of its
fuel cycle in order to be able to manufacture a nuclear weapon. It is constructed assuming that 10—20 kg”U
of HEU is ultimately required. This amount is somewhat smaller than the IAEA definition of a significant
quantity (SQ) of HEU, which is set at 25 kg™ U (see appendix I), and reflects the approach taken in this paper—that

it is prudent to consider worst case scenarios.”

Table 1 Minimum quantities of nuclear materials required for the manufacture of a nuclear weapon

Fuel cycle stage Minimum quantity of U Minimum quantity of
required input material required

Weaponization Lower estimatkg*U ago% enrichment
Input: HEUF 1.0E21.0 kg 16.58%1.5 kg Upper estimatkésU ads% enrichment
Output: HEU metal pit Process losses negligible

Enrichment Lower estimate: tails.set to

Input: NUF 2085 t 3.0D14.0 t Upper estimate: tailesset to

Output: HEUF Process losses negligible

Conversion Process losses negligible

Input: UOC 205 t 25Bn.0 t

Output: NUF

Milling Lower estimate: ore sourced from Gchine
Input: uranium ore 250 t 1,500E20,000 t Upper estimate: ore sourced from Saghand
Output: UOC 15% process loss

Note: Figures are given to thekgefareseaponization, theoneéoestre and the nearést all other values. The following example illustrates how the assumptions listed in
fourth column have been used. The lower figure for the quandity isf deevedtiyegiséuming that (i) the pik@ddsigistbe enrichment levedopeeteat,
(iii) the tail assay is.spétaent and (iv) ore is sourced from the mine at Gchine.
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Part I: Reducing the scope of Iranian fuel cycle activities

Since its undeclared nuclear activities were discoV&redian has come under intense pressure to terminate

some of its fuel cycle activities (such as its heavy water reactor programme) and to suspend others {such as its enric
ment programme¥. is section analyses proposals such as these, which would reduce the scope of IranOs fuel cycl
activities# e discussion is broken down into two sectioasrst section considers IranOs HWR programme, its

light water reactor (LWR) fuel fabrication programme, the uranium metal production lines at the UCF and the
FEP# e second section considershet®f instigating a suspension of enrichment and conversion. Because

the proposals in this section build conbdence by reducing IranOs ability to manufacture weapons-usable mate
rial, rather than by opening up its nuclear programme to greater scrutiny, they might more properly be called
conbdence-building measures rather than transparency measures. Relevant Security Council resolutions cal
for a suspension, rather than a termination, of IranOs proliferation-sensitive nuclear activities, but it is important
to consider how much conbdence Iran could hope to build by agreeing to end them permanently.

Termination of the HWR programme, FEP, LWR fuel fabrication programme and uranium
metal production lines at the UCF

Proposabh:ITermination of the HWR programme

Descriptiolran terminates: (a) the line at the UCF for converting UOCinto NUO,; and (b) construction of the IR-"# Iran also confirms its earlier commit-
ment to not undertake research and development into plutonium separation.

Purposéa build confidence that Iran will not use its nuclear programme to produce separated plutonium.

Cost of implementation:

Increase in confidetigte:

ProposakiTermination of construction of the FEP

Descriptiolan terminates construction of the FEP.

Purposéa build confidence that Iran will not use its nuclear programme to produce weapons-usable fissile material (HEU or plutonium).
Cost of implementation:

Increase in confidetigte:
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ProposabiTermination of the LWR fuel fabrication programme

Descriptiotran terminateshé¢djne at the UCF for convertind EE}&@ikd (bpnstruction of the ZMP and FMP. In addition, any LEUF
produced by the PFEP is sent to a trusted third party for fuel fabrication before being re-imported to Iran for use in its civil nt
Any NUstoduced by the UCF that cannot be immediately enriched is also sent to the third party for enrichment and fuel fab
transported back to Iran).

Purposédo build confidence that Iran will not use its LWR programme to produce separated plutonium, or to build up a stockg
Cost of implementatiom

Increase in confideMeelium

ProposaliTermination of the uranium metal production lines at the UCF
Descriptiolran terminates the following lines at the UCF:

# conversion of (éfldEhedt@per cent) into LEU metal;
". conversion of UOC into NU metal;
& conversion qfitd U metal.

Purposdo build confidence that Iran will not produce metallic uranium.
Cost of implementatiaw
Increase in confiderigh

Analysis: the effect of the confidence-building measures
| e & ects of proposal#to 1.$ are summarized in Pg@iNa schematic diagram of IranOs fuel cycle activities
with all these measures in place. Under these proposals, all the UOC from IranOs mining and milling activities
(about%o#U/yr) would be converted to NUii the UCF. As much of this as possible would then be enriched
in the PFEP. Since this facility, once it is completed, would only be capable of enrichtyaioutrder
to avoid a stockpile of NiBeing built up the remainiggtU/yr of NUF, would have to be exported to
a trusted third party (possibly Russia) for enrichment and fuel fabrication. Similarly, the product from the
PFEPNabout(( kgU/yr of)." per cent enriched LEl&ﬁﬁNouId also be exported for fuel fabrication.
Under this proposal all nuclear material of Iranian origin is ultimatehoreed as fuel for use in IranOs civil
nuclear power programme. In addition, all the waste produced in the process (botlrthra Barffehment
and the spent reactor fuel) could be exported to the third party for storage.

As an example of how these measures might build conbdence considetprdpdsaincerns IranOs
heavy water reactor programme. As is discussed above, there are three routes by which an HWR programme
could be involved in the manufacture of nuclear weapons: diversion, razakkyatkout. Propos |.
addresses the brst two concerns directly. Moreover, if Iran were to implement the proposal but subsequently
leave the NPT, then a nuclear weapons programme could be signibcantly delayed pending completion of the
HWR programmeNit therefore also helps to build trust on the third point. For similar reasons, proposals .
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Figuré Schematic diagram of fuel cycle activities in Iran after the imple®gntation of proposals1.
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NoteValues in brackets indicate the level of enrichment. Where no figure is given, the material is unenriched.

and I.4 should also increase confidence that Iran has no intention of synthesizing HEU metal, which can be
used in the manufacture of nuclear weapons.

In addition to using an HWR, Iran could also try to manufacture plutonium by reprocessing spent fuel from
an LWR. There is a lively debate in the literature about the feasibility of manufacturing a nuclear weapon from
reactor grade plutonium.** There is no doubt, however, that this is possible if the fuel is removed at a lower burn-
up than is usual for an LWR. Typically, this manufacture path is plausible only as part of a breakout scenario
because it would immediately be detected by inspectors.”” By implementing proposal 1.3 and curtailing its LWR
fuel fabrication programme, Iran would reduce its ability to produce plutonium by this route and, as a corollary,

build confidence in its intentions.
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Finally, it is worth noting that it would be relatively straightforward to verify all the provisions in this section
by a combination of remote monitoring and inspections (including the use of seals and swipe sampling). If Iran
agreed to a termination, it would presumably also permit the IAEA to conduct relevant veribcation activities.
States could obtain additional assurance of the termination by monitoring large-scale projects (such as the con
struction of the IR* ) using national technical means.

Evaluation

Proposal®l. would significantly enhance confidence that Iran is not intending to manufacture nuclear weapons by pursuing pl
technology. Terminating construction of the FER aindae ridinwelFalfrication would also increase confidence in IranOs enric|
programme but because the PFEP remains unaffected, these measures would not restore confidence completely in that reg
the PFEP does pose a proliferation risk and further steps will probably be needed to convince the international community
IranOs centrifuge programme.

Long-term suspension of enrichment and conversion

Proposal iLong-term suspension of enrichment and conversion

Descriptioltan agrees to a long-term suspension of its centrifuge development programme. It is agreed that the suspension wi
as Iran receives sufficient fuel at market price for its civilian nuclear reactors, or until Iran has rebuilt trust in the peaceful |
programme (for this reason the phrase Olong-term suspensionO rather and OterminationO is used). The suspension in enrichn
by a suspension in the conversion.oA y&@d dfUthis would be for the suspension to be phased in; that is, that the suspensior
come into force after Iran had produced an agreethentiaunrspalr&ftyFmeasures outlined in part Il of this paper could be used t
plement standard safeguards during enrichment.

Purposdo build trust that IranOs enrichment programme is not intended for military use.

Cost of implementatiom

Increase in confidedigh (if immediate); Low (if phased)

Analysis: the effect of the confidence-building measures

Closure of the FEP (as is discussed above) would signiPcantly reduce IranOs ability to manufacture HEU quickly
# e PFEP, however, also poses a proliferation riskNalbeit much smallerNand so does the conversion facility
at Esfahartt e risk of diversion from the PFEP, which is discussed fully in part Il, is relatively small. Break

out using the PFEP also appears unlikely because producing enough material for one nuclear weapon using
the PFEP would be likely to take in excess of two yearsNgiving ample time for pre-emptive actioffto be taken.
Instead, the most signibcant proliferation risk posed by the PFEP is the knowledge that Iran gains from
operating it*Such knowledge could be applied in a clandestine military programme. Similarly, the knowledge
gained from operating the UCF is a signibcant proliferation risk. In addition, the UCF poses more potential

for diversion than the PFEP.



I ee" cacy of a long-term suspension of enrichment and/or conversion depends, in large part, on how
highly developed that technology is. From the perspective of denying Iran the knowledge it needs to build a
clandestine facility, there is little point in suspending technologies that Iran has already successfully put into
operation. It therefore makes sense to discuss briefly the state of Iran’s conversion and centrifuge programmes.
I' ese are controversial issues, and national governments are likely to form their own assessments based on
information that is not publicly available.

It is certain that Iran has solved two of the three problems that troubled its initial e#orts at conversion: a low
throughput and a high loss rate.*Overcoming the third problem—a high level of impurities, particularly moly-
bdenum, in the product—seems to have presented more of a challenge. Such impurities can cause damage
to centrifuges, particularly at higher levels of enrichment.**Indeed, there are press reports that Iran’s enrich-
ment experiments in April '(() were carried out with imported uranium. It is not clear whether Iran has
successfully addressed this problem. ! e information in the public domain is very sketchy. In May '(() David
Albright, President of the Institute for Science and International Security, reported that ‘Iran is known to be
working to improve the purity of the uranium hexafluoride produced at the UCF.” In June '(()  Paul Kerr,
an analyst at the Arms Control Association, reported that ‘the agency [IAEA] assumes that the material [UF, ]
is “of reasonable quality”.” Moreover, the time needed to overcome this problem is typically measured in
months rather than years.® On this basis alone, it seems probable that Iran has made significant progress with
purifying its UF. On balance, Iran’s conversion programme is probably close to being fully operational, if it
is not fully operational already. A long-term suspension of conversion would, therefore, be unlikely to hinder
significantly e#orts to build a clandestine facility. It would, however, remove the potential for diversion from
the UCE ! e size of these risks and the means to address them are considered in parts IT and III.

In contrast, there are three reasons to suppose that Iran’s centrifuge programme is currently at a less advanced

stage:

+ Iran has spent a significant amount of time operating its centrifuges under vacuum. After Iran announced
in April ()~ that it had enriched UF, to $, per cent, evidence emerged that for most of the +' days that
its +)*-machine cascade had been in operation it had been run without UF, .71 e most recent IAEA reports
on Iran confirm that UF, has been fed only ‘intermittently’ into the machines.” ! is indicates that during
this period Iran was still in the process of learning how to use its centrifuges.”

. Iran’s centrifuge programme is significantly behind schedule. According to a recent IAEA report, the second
cascade at the PFEP was finally completed and tested with UF, in October '(() According to Albright

in May '(() , Iran’s original plan was to have the second cascade installed by May '(() and a further three

25
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by August 2006.* Part of this delay may have been caused by the fact that Iran was stockpiling its available
centrifuges in advance of installing them in the FEP. If this is the case, its operations in the FEP are likely to
be slow because testing procedures in the PFEP were not properly completed.

3. Iran’s centrifuges are probably performing significantly below their design specifications. P1 centrifuges should
be able to produce between one and three kgSWU/yr. It appears that Iran’s centrifuges have been operating
at the lower end of this scale.* If this is the case, Iran may require more experience to optimize centrifuge

performance.

It is clear that Iran still has some important challenges to overcome before it can enrich sufficient quantities
of uranium for a nuclear weapon. An immediate suspension of enrichment has been mandated by the Security
Council. The benefits of a long-term suspension in enrichment are, however, less clear. The problems facing
Iran’s enrichment programme are not fundamental and—given time—Iran will overcome them. An indefinite
suspension of Iran’s declared programme would slow progress towards a functioning clandestine facility, but
it would not halt it entirely. It therefore seems unlikely that a long-term suspension of enrichment, by itself,

would remove concerns that Iran is conducting a clandestine centrifuge programme.

Evaluation

Along-term suspension of Iran’s declared enrichment programme would certainly slow the progress of a clandestine programme. It would not, however,
prevent progress entirely. Given time, there seems little doubt that Iran would be able to build a clandestine centrifuge facility. It seems unlikely,
therefore, that a suspension by itself would completely rebuild confidence in Iran’s nuclear programme—in particular, confidence in the absence of a
clandestine programme. The rationale for suspending Iran’s conversion programme is rather different. Because Iran’s conversion programme is at a more
advanced stage than its enrichment programme, suspending it would be unlikely to slow significantly the development of a clandestine conversion
capability. A suspension would, however, remove the possibility of a diversion from the UCF.
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Part II: Measures to enhance the IAEAOs ability to detect the

diversion of declared nuclear material

The importance of material accountancy

This section considers the measures that Iran could take to increase conpdence that nuclear material is not
being diverted from declared facilifiée.focus is on material accountancy. In one sense, this runs counter

to the general direction of safeguards development in recent years. Although material accountancy is still
described as the cornerstone of the safeguards system, the gradual introduction of integrated safeguards i
moving the emphasis towards a more holistic analysis of all the information that is available fo the IAEA.
Against this background, it is important to explain why material accountancy plays such a prominent role in
this paperlhere are two reasons:

1. Integrated safeguards can be introduced only after a state has adopted the additional protocol, and the
IAEA has drawn its Obroader conclusionO about the absence of undeclared nuclear matéFasin the state.
paper, however, is focused on Iran, which currently does not have an additional protocol in force. After
the additional protocol has been signed and ratibed, it typically takes the IAEA a few years to draw the
broader conclusion and implement integrated safedh#dsection therefore focuses on how to build
conbdence outside the framework of integrated safeguards.

2. It is possible that, where there is international concern, the transition to integrated safeguards could actually
lead to alecreage conbdence in a stateOs nuclear programme. For example, under integrated safeguards
the timeliness detection goal (see appgridixcertain types of nuclear material is relaxed. While this is
probably a sensible measure in most cases (because the veripcation burden on a state is reduced), it dot
affect the ability of the IAEA to provide timely warning of a diversion. For many types of nuclear material,
integrated safeguards also rely more heavily on containment and surveillance methods. ItfEchtiwever, di
to quantifithe €fect these measures have on the probability of detecting a dikex&arot an argument
against C&S methods in general. It is an argument that in IranOs case it is probably sensible to use C&S
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methods as a supplement to material accountancy rather than as a way to reduce the inspection burden.
Regular and accurate material accountioysdran its best opportunitydmvehat it has not diverted
nuclear material.

That said, some concepts from integrated safeguardsNshort notice random inspections (SNRIs), in particu
larNcould have an important role to play in the conbdence-building process, and their use is discussed below.

Mining and milling

Proposall!tiPhysical containment measures at mines and mills

Descriptioihe IAEA places containment measures (such as fences with compromise detectors and portals to monitor the ent
around uranium mines and mills. Uranium ore and UOC is transported in sealed containers.

Purposédo prevent the diversion of uranium ore or UOC.

Cost of implementatitigh

Increase in confidebhoe.

Proposal'liMaterial accountancy at mines and mills

DescriptioMaterial accountancy measures are applied to the material in mines and mills. (Note that the application of materie
UOC output of a mill is considered separaggly in proposal Il.

Purposdo verify quantitatively the non-diversion of material from mines and mills.

Cost of implementatitigh

Increase in confidelnme:

Analysis: the status quo

The IAEA does not safeguard activities, such as mining or milling, that involve uranium ore or ore concentrate.
Indeed, such practice is explicitly prohibited under paragpNFCIRC/s3.”" The possibility therefore

exists that material from a uranium mine or mill could be diverted to a clandestine programme.

Analysis: the effect of the additional protocol

As part of their expanded declaration pursuant to an additional protocol, states are required to submit Oinforma
tion specifying the location, operational status and the estimated annual production capacity of uranium mines
and concentration plants. and the current annual production of such mines and concentration plints

The IAEA can verify this information by comparing it with satellite imagery, reports from government regulators
or pressure groups and other available sbuiheeadditional protocol also allows for complementary access,
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that is, access to a broader range of locations than is permitted under INHGIRQfposes including

verifying the absence of undeclared activities at any location where nuclear material is declared to be present

$ e IAEA has conducted complementary access at mines and miltdHovrwer, states are not required

to use detailed material accountancy when reporting on mining and milling activities and, ultimately, Qinspec

tors would be able to conbrm only approximate production levels (say to within an order of magnitude)O.
Moreover, this kind of veribcation mechanism functions best in a society where there are multiple inde

pendent sources of informatinere are, however, very few (if any) Iranian pressure groups with an interest

in uranium mining. Furthermore, Iranian mines and mills are government ownedNone, Gchine, has a military

connectiofiNwhich reduces even further the sources of corroborating evidence.

Analysis: the effect of the additional transparency measures
In general, as Scott Kemp argues, there is little doubt that the use of material accountancy to safeguard uranium
mines or mills is neither practical nor costetive' $ e quantity of material produced by a uranium mine
is typically very largeNoften abog}) ,))) tof ore per annum. Arouti) t of high grade ore is required
to manufacture a nuclear weapon. For material accountancy measurestieehéherefore, they must be
able to identify a diversion representiytj per cent of the annual output of a mheés level of accuracy
for such a large quantity of material would be vecyldito achieve in practice.

IranOs mines @r from the generic case considered by Kemp in two important respects. First, their ore is
low grade)()"'# per cent for Saghand and per cent for Gchine)$ e minimum amount of material
required for a nuclear weapon is, therefore, much larg8) th@about!,”)) t for ore from Gchine, see
table!, or%")) tfor ore from Saghand). Second, the quantity of material produced by these mines is relatively
small (about) ,))) t/yr for Saghand and abdly))) t/yr for Gechine). $ us, the material required for
one nuclear weapon amounts to approxinigietycent of the annual output of Saghand%pelr cent of
GchineNand these bPgures may in fact be signibcant underegtimsgssstimates are derived by assuming
that the tail assay for enrichment is get fwer cent. However, the optimum material acquisition strategy for
Iran probably involves setting a higher tail assay in order to reduce the number of separative work units (SWU)
required, and consequently using more uranium.

$ e e ectiveness of material accountancy measures depends on the accuracy with which the uranium content
of a large quantity of ore can be calculated. More formally, it is necessary to estimate a value for the standard
deviation in the material unaccounted §vUF))Nsee appendikfor more details. If (a) ore is analysed on a
daily basis; (b) the errors in determining its uranium content can be approximated by the errors in assaying uranium
scrap? and (c) a material balance is then conducted biannually then, as is shown in Appe&aMJIF)the



could be as small as abiGtitt for Saghand arg## for Gehine. In practical terms, these bgures imply that the
IAEA would havel#per cent chance of spotting a diversion of ore large&tHafrom Saghand argt t from
Gchine®) ese quantities are smaller than the amounts required for the manufacture of nuclear weapons.

In fact, assaying uranium scrap may be a bad approximation for assaying uranium ore, and the errors associ
ated with the latter may be much larger than the errors associated with the former. If they are, multiple ore
samples would have to be analysed each day. Without knowing the mineralogical details of IranOs uranium
ore, it is impossible to estimate this nuffilltiemay, however, be very largeNpossibly unmanageably so. It
might be possible to compensate for this by taking fewer ore samples, and accepting a higfMuFalue of
and consequently a lower probability of detecting a diversiamount of uranium ore required to produce
a single bomb represents such a large fraction of the annual output of Saghand or Gchine that even if detailed
material accountancy were not possible, some form of OcrudeO material accountancy might be. It would, howeve
be a time-consuming*diult and expensive process. Whether it would be a worthwhile CBM is less clear.

) is point is discussed further in the evaluation section below.

Many of the same considerations apply to the use of material accountancy at mills. Because it is easier to bPnc
the uranium content of UOC than uranium a@IUF) for a mill is abou# per cent smaller tha(MUF)
for a min€. In practice, however, this makes literdince. If it is not practical to apply material accountancy
to mines, then it is unlikely to be practical to safeguard material at mills in this way.

An alternative to material accountancy is physical security. Kemp, for instance, points out that it would be
relatively simple to construct a security system to prevent the removal of material from a uraniunfmine or mill.

He envisages a scheme in which a facility is surrounded by fences with compromise detectors and portals to monitol
tra* ¢ into and out of the mink. is arrangement would almost certainly be cheaper than material accountancy.

It does, however,&er from various drawbacks. It is in some senses more invasive than material accountancy.
In addition, in the IAEAOs safeguards system the control of nuclear materials has, with good reason, played
supplementary role to accountancy. While it is not meaningless to have control without accountancy, it is less
erectiveNalthough physical security can help to prevent diversion, it does not permipavatéte fact.

Evaluation

Any state wishing to divert nuclear material from a declared programme to a clandestine one would, in principle, like to do s
as possible. However, safeguards are mughasttdrigéfeonadUkaterial in mines and mills. The diversion of material from a min
mill is therefore a plausible route for acquiring feedstock for a clandestine nuclear programme. Safeguards on mines and m
implement and, in the case of physical security, very intrusive. Moreover, material diverted from a mine would have to be mi
enriched and reconverted into metallic uraniumNall in secretNbefore it could be used in a weapon. A clandestine programr
present multiple opportunities for detection. In practice, therefore, it probably makes more sense to focus on detecting clande
rather than on safeguarding mines and mills.



The starting point of safeguards

Proposal3liMoving the starting point of safeguards upstream

Descriptiomhe IAEA applies material accountancy to all UOC in Iran and to any stages of the UCF that are not already subje
Purposédo verify that UOC (or any subsequent material) is not diverted.

Cost of implementatibedium

Increase in confideHagh

Analysis: the status quo

Pursuant to paragraptic) of INFCIRCHS$! safeguards are brst applied Owhauciesr materiaf a com

position and purity suitable for fuel fabrication or for being isotopically enriched leaves the plant or the process
stage in which it has been produced®in the prst stage of the UCFNas in almost every other commercial
conversion plantNpuribed uranyl nitrate (0D, ) solution is producett: e IAEA has recently announced

that it considers this material to be a suitable enrichment feédstexkfore, safeguards must start at the

point at which puriPed UNO ), leaves the process stage in which it is produced. In fact, they may well start

at an earlier point than this. If it is not practical for safeguards to begin with pugRéx)lJGAEA policy

specibes that the starting point for safeguards must bapstreadi.e. to an earlier process). In practice, this

often entails applying safeguards to the UOC input stream of the conversion process. Safeguards are currently
not applied to the UOC receipt and storage area of a conversion plant or to the product stre&ms of mills.

Analysis: the effect of the additional protocol
' e complementary access provisions of the additional protocol are relevant to safeguarding cenversion facili
ties? During complementary access, inspectors may go anywhere in a conversion facility and may therefore
conduct veribcation activities on material that is not subject to safeguards underfliIFCER@tibcation

activities that may be conducted during complementary access do not, however, signiPcantly enhance the IAEAC
ability to detect a diversion of UOC. For example, although the IAEA would be able to spot an undeclared
production line during complementary access, it would also be able to do so during design information
veripcation (DIV) pursuant to paragrapbf INFCIRC/$!(access during a DIV is not limited to strategic

points and such visits occur on an on-going basis, at least annually in a conversioNdaetirgy, the

amount of UOC that is required to manufacture a nuclear weaportah)@rhounts to only abo&per

cent of the total annual throughput of the UCF. Identifying a diversion of this size would require the use of

detailed material accountancy.
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Analysis: the effect of additional transparency measures

As an additional transparency measure, Iran could ask the IAEA to place safeguards on all UOC, as well as
any other materials in the UCF that are not already subject to them. It may already be the case that most of
the UCF is under safeguards—but there is no publicly available information to confirm this. Implementation
of this proposal might therefore be as simple as extending safeguards slightly to include the UOC storage areas
at mills and the UCF; at most it would require applying additional safeguards to the UOC dissolution and
extraction stages at the UCE Although it is unusual for the IAEA to apply safeguards to UOC storage areas,
it is a simple procedure that should be straightforward to implement. It is already standard practice at facilities

which are subject to Euratom safeguards.”

Evaluation

Moving the starting point of safeguards upstream as far as the UOC production line at mills would be a simple step but poten
lack of safeguards on UOC is arguably the weakest point of the current safeguards system because the diversion of UOC (
material from the conversion process) is a very attractive diversion scenario. It is preferable to diverting uranium ore becau:
build a clandestine mill. It is preferable to diverting material later in trelflbbcycise(sueteas lé5s chance of detection. Safe
guards on UOC, therefore, have the potential to be a useful CBM.

Enhanced safeguards on the front end of the fuel cycle

Proposalllilncreased information about IAEA safeguards

Descriptiowith IranOs permission, the IAEA releases information about the effectiveness of its safeguards in Iran (e.g. the m
sion that it could confidently expect to detect).

Purposdo increase trust in the ability of the IAEA to safeguard fuel cycle activities in Iran effectively.

Cost of implementatiom

Increase in confideMeetium

Proposal'liDefinition of a significant quantity lowered

Descriptioiran requests that the IAEA changes its definition of an S3kigt lowd E&togeior LEU) for its safeguards
work in Iran.

Purposdo increase trust in the ability of the IAEA to detect diversion of militarily significant amounts of nuclear material.
Cost of implementatiom

Increase in confideboe.

Proposal#iTimeliness detection goal lowered

Descriptioiran requests that the IAEA reduce its timeliness detection goal (for example, to six months for indirect use materi
safeguards work in Iran.

Purposdo increase trust in the ability of the IAEA to provide timely warning of a diversion of nuclear material.

Cost of implementatidedium

Increase in confidedigh
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Proposal Il.!: Detection probability increased

Description: Iran requests that the IAEA increases its detection probgipétyc@ot)eraitpkeafeguards work in Iran.
Purpose: To increase trust in the ability of the IAEA to detect a diversion of nuclear material.

Cost of implementation: Low

Increase in confidence: Low

Proposal II.": Facilitation of short-notice inspections

Description: Iran could facilitate the introduction of short-notice inspections either by relaxing current visa requirements and ent
permitting IAEA inspectors to be based permanently in the country.

Purpose: To increase trust in the ability of the IAEA to detect a diversion of nuclear material.

Cost of implementation: Medium

Increase in confidence: High

Analysis: the status quo
Assessing thfextiveness of IAEA safeguards on declared facilities in Iran would ideally involve knowing both
the size of a diversion that the IAEA could conbdently expect to detect and how long it would take to determine
that such a diversion had taken plEgds.information is unfortunately classipedNthe IAEA does not reveal
the detailed results of its inspections, sugMai-) values. By making a number of assumptions, however,
it is possible to make some estimates. In particular, Pgures are available on the accuracy of the measuremer
techniques that the IAEA u3dsit is assumed that: tae in-process inventories of bulk handing facilities
are small or can be accurately measured; anahfbjn losses through waste streams are also small or can be
measured accurately, an estimat§fdJF) can be made.

It is clearly necessary to be extremely cautious about these asShepHomnprobably reasonable in some
material balance areas (MBAS), such as storage areas and the process areas of enrichment plants. For the
MBAs the results of calculations based on these assumptions are probably accurate to within about a factor
of two. In other MBAS, such as the process areas of conversion and fuel fabrication facilities,-these assump
tions are likely to be invalid. For those MBAs the dominant contribuivilié-) comes from other factors
such as uncertainties in the in-process inventory or the uranium content of waste streams. An alternative method
is needed to estima®MUF) in these cases, as is discussed below.

Tablez presents the results of calculations on the IAEAQs safeguards system for both IranOs planned fue
cycle (as shown in Pgrirend the reduced fuel cycle (as shown in Pgireddition to the assumptions
listed above, it is also assumed that a physical inventory veribcation (PIV) is carried out once a year and that
the most accurate destructive analysis (DA) measurements are used (the implications of this assumption are
discussed below). A sample calculation is given in Appefitetible includes UOC storage areas which



Table ! The estimated e! ectiveness of the IAEA's safequards system for all MBAs except the process areas of the UCF and FFP

-_ Planned fuel cycle (see figure !) Reduced fuel cycle (see figure ")
Material balance area | T(U)(tU/yr) | # (kg'™0) T(U) (tU/yr) #(kg'*0)
"#

Ardakan MillU0C storage $ HH#HS "# $ HH#HS
U0C storage $$# % HHHHE ( $ ###(
UCF
process area Method not valid—see table )
NUF, storage $$# $ fitisai ( ( HHHH
NUF. storage SH# $ #HERE" not applicable
FEP
process area $H#H " HH#(
LEUF. storage )# ) ##H(
NUF. storage not applicable " #" AR
PFEP
process area " #$ HHHS
LEUF, storage #" ##% HAH#+
LEUF. storage V# ) ###( not applicable
UCF
process area Method not valid—see table )
UOg(powder) storage V# ( HHH)
U0 (powder) storage )# ( #H#H#)
FFP
process area Method not valid—see table )
UOg(pellets) storage )# negligible negligible

would be subject to safeguards under propbshlif.assumed that, with the exception of the mills, each
facility has three material balance areas: one for the storage of the feed material, one process area and one f
the storage of the product. For each MBA the table shows:

¥ T(U), the throughput of the facility measured in tU/yr;

¥ ", an estimate of the size of a diversitudhat the IAEA has%d&er cent chance of detecting (assuming
a false alarm rate$yfer centj. Note that, to permit easy comparison, vallesuef given in KU;

¥ [, an estimate of the measurement uncertainty in closing a material balance, given by the formula
D= SMUF)/ T(**U) where T{%) is the throughput df'U through the MBA.



Before commenting on the signibcance of these results it is useful to compare them with what is k%(s)wn
about the leectiveness of IAEA safeguards in practice. According to the Safeguards Glossary, the Oexpectec
value of_ for enrichment i$.""# 3%& is compares very well to the estimates given i# (akéet agree
ment is not always expected because the values quoted in the Safeguards Glossary are&aisly generic).
agreement helps to validate the assumptions made above. Since these assumptions are probably also valid f
material storage MBAs, estimatésfof such MBAs are therefore probably also reasonable.

It is also necessary to estirhafier the process areas of the UCF and FFP. Without access to classibed
information it is impossible to do this in a Opbrst principlesd way. For these MBAs it is probably best to estimate
' by takingd_=".""( , the expected value for closing a material balance in a fuel fabricatidrifasitity.
estimates are shown in tgble

& e principal conclusion from talfend( is that the IAEA is almost certainly able to meet the quantity
component of its safeguards goal in Iran. Indeed, it can probably signibcantly exce&difhits lgeeduse
the throughput of uranium in IranOs nuclear facilities is ver§ sMAlEAOs safeguards system is designed
to be able to safeguard facilities with throughputs upw#tdsoftU per year. When that same system is
applied to much smaller facilitiesNsuch as those in IranNthere is a corresponding decrease in material balance
uncertaintie® ere is one important caveat to be added to this conclusion. As is mentioned above, the bgures
in table# were calculated by assuming that more accurate DA measurements, rather than less accurate non-
destructive assay (NDA) measurements, are used in calculating the inventory of nucl&aisraatenap
tion is probably reasonable because although the IAEA uses DA measurements on only a subset of samples
facility operators tend to use DA more heavily for their own internal accountancy. Where the IAEA does not

Tablg: The estimated effectiveness of the IAEAOs safeguards system for the process areas of the

-_ Planned fuel cycle (see f)gure Reduced fuel cycle (seesligure

process area $% #HH& % HHH&
(UOCBNUR

UCF process area &# ( HHHE& not applicable
(LEUFLEUD

FFP process area &# ( HHHE&

(LEU@owder LEUO
pellets)
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verify the contents of a cylinder, it accepts the operatorOs measurement. If, however, a signiPcant amount o
NDA is used for inventory taking the valudsiaftable" will be increased somewhat.

Itis much less clear whether the IAEA is able to meet its timeliness criteria because there is no data available
on how quickly the IAEA reaches its conclusions. However, if a physical inventory is taken annually then it
seems unlikely that the IAEA would be able to provide timely warning of a diversion that took place at the
beginning of a material balance péfiod.

Analysis:!thet ©f the additional protocol

% e primary purpose of the additional protocol is to provide the IAEA with increased means to be able verify
the absence of clandestine nuclear facilities in a state. Some provisions (such as the expanded declaration ar
the right of complementary access) may lead to a slight increase in conbdence in the IAEAOs ability to detec
diversion from declared facilities but the ové&eit e this regard is unlikely to be signibcant.

Analysis:!tbet f the additional transparency measures

Proposal Il., which calls for the IAEA to reveal details of(tbaay of its safeguards operations in Iran, is

a rel3ection of the fact that, at least for the quantity component of its inspection goal, the IAEA probably
already surpasses its targetNpossibly by a signibcant amount. By permitting the IAEA to make normally
conbdential details of its safeguards evaluation public, Iran could reasonably hope to rebuild some conbdence
In its regular reports on Iran, the IAEA has released an unprecedented amount of information about its safe
guards operations. It is therefore natural to question whether disseminating more information would increase
conbdence in the IAEAOs ability to safeguard declared nuclear activities in Iran.

Regular IAEA reports on Iran would not normally be published after it has been found to have come back
into compliance with its safeguards agreementNthe situation considered in this paper. For Iran to ask the
IAEA to disseminate details of safeguards operations in these circumstances would, therefore, be a signibcar
increase in transparency. Moreover, current IAEA reports generally focus on the IAEAOs attempts to resolve
outstanding questions about IranOs nuclear programme and report on its compliance with Security Council
demands ey discuss routine safeguards operationsNbut in much less detail. For instance, following a PIV
the IAEA will typically conclude that Othe inventory of nuclear material, as declared by Iran, was consistent
with the results of the PIV®ut the IMUF) value is not stated. Releasing detailed information about
standard safeguards operations on a routine basis could help to build conbdence.

Proposals )NII. # suggest three technical changes in the IAEAQs safeguards system in IranNa reduction in
the dePnition of an SQ, a reduction in the timeliness detection goal and an increase in detection probability.



As is discussed above, the weakest aspect of current safeguards on declared material is most likely to be the
IAEA’s ability to provide timely warning of a diversion. It is unclear whether the IAEA is able to meet its goal
of detecting a diversion within 12 months, and a state with clandestine facilities in place that has already under-
taken research into weaponization could probably manufacture a nuclear weapon from indirect use material
in less than a year.” For this reason it is the implementation of proposal I1.6 (reducing the timeliness detection
goal) that would bring about the greatest increase in trust.

Proposals 1.5 and 1.7 are likely to be less effective. Given that the IAEA is probably already in a position to be
able to detect a diversion much smaller than one SQ, it is unlikely that confidence would be significantly enhanced
by formally lowering the definition (proposal IL.5). Similarly, it seems unlikely that proposal II.7 (increasing the
detection probability) would have a significant effect on confidence building. With the detection probability,

Bset to 0.9, the diversion of nuclear material is already strongly deterred. It seems unlikely that the deterrence
effect would be materially enhanced by increasing Bto 0.95 or 0.98. There is an argument that even if increasing
Bdid not increase the deterrent against diversion, it could still be worthwhile because the IAEA would be more
likely to detect a diversion. However, as is indicated below, increasing Bfurther would involve very substantial
costs for little actual improvement in the safeguards system—available funds would be better used elsewhere.

The IAEA has a number of practical options at its disposal to put proposals I1.s-11.7 into effect:

1. Reduce the material balance period: Reducing the material balance period would clearly enhance the IAEA’s
ability to provide timely warning of a diversion. In addition, because a smaller amount of material is passing
through each MBA between physical inventories, it would also lead to a smaller value of SMUF). This
could enable the TAEA to reduce the definition of an SQ or increase B

2. Improve measurement techniques: Currently, when performing a PIV, the IAEA uses a mix of DA and NDA.
By increasing its use of DA, the IAEA’s estimate of SMUF) would be decreased,” thereby allowing it to
reduce the definition of an SQ or increase B Since the results from NDA measurements are available in
near real-time, while DA measurements typically take months to process, in order to avoid any loss of
timeliness any increase in DA should be in addition to, rather than at the expense of, NDA. Such a step
would be extremely resource-intensive and therefore unlikely to be worthwhile unless the estimates for

SMUF) presented in this paper are substantial underestimates.

3. Make independent measurements on all items of nuclear material: In general, the IAEA does not make inde-
pendent measurements of all items of nuclear material in a state, although it has the legal right to do so
pursuant to paragraph 74.b of INFCIRC/153. To reduce costs, it performs verification procedures on a subset

of items selected at random. This increases the probability that a state could successfully ‘divert to D’.** In
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this scenario, a state removes material from a container but does not reflect that fact in its declaration. ! e
more items the IAEA selects for verification, the greater the probability that it will successfully uncover a
diversion of this type. For this reason, the IAEA could perform independent measurements of all nuclear
material in Iran. ! is would entail a substantial amount of €" ort, and given that B is already set as high as
#.$ it seems unlikely to be worthwhile.

% Increase the false alarm probabiByaccepting an increase in the value of 0., the IAEA could reduce the
definition of an SQ or increase  with no additional work. ! is suggestion is obviously the least desirable
from an Iranian point of view since it would involve more frequent false alarms.

& Use of short notice random inspeRiibasthan conduct interim inspections (or indeed PIVs) on a pre-
agreed schedule, the IAEA could conduct them randomly with little or no notice. ! e introduction of
SNRIs as part of integrated safeguards is usually accompanied by a decrease in the number of inspections.
I is is potentially undesirable in Iran’s case and it would probably be more appropriate to implement SNRIs
without decreasing the average inspection frequency. With SNRIs in place a facility can be inspected at
almost any time. ! ey permit a diversion to be detected at shorter intervals than with routine inspections
in place,® and arguably present a greater deterrent to diversion than routine inspections. SNRIs are not
possible in Iran at the moment because of the visa requirements and entry procedures that Iran imposes
on inspectors. Proposal II." attempts to address this problem. ! ere are two ways in which Iran could
facilitate SNRIs—either by relaxing its entry procedures for inspectors, or by permitting them to be per-
manently based in the country.” Whether relaxing entry procedures would be a su* cient step to facilitate
SNRIs depends on how quickly inspectors can travel inside Iran. After all, Iran would realize that an inspection
was imminent when inspectors arrived in the country. SNRIs would therefore only be feasible if inspectors
could travel from their point of entry to the facility in less than, say, two hours. Otherwise short notice

inspections would only be possible if inspectors were based permanently in Iran.

Evaluation

There is reasonable doubt about whether the IAEA can meet its current timeliness target in Iran and, more importantly, wheth
enough. In the light of this, an effective way of enhancing confidence in IAEA safeguards would be for the IAEA to reduce th
diversion (propdsdhlpractice, the IAEA could accomplish this in a number of ways (e.g. by reducing the material balance period
A second, equally important, step would be for Iran to facilitate short noticeBieisyestarestignspeasahtilabout the current
system (propogatolld also have a useful role to play. On the other hand, the IAEA is, in all likelihood, already able to dete«
smaller tHE®Q at &@er cent confidence level. For this reason, the benefits of formally reducing the definition of an SQ or inci
tion probabilitygre much more limited.

Many of the proposals in this section entail an increase in the intensity of IAEA verification activities. Although this would
quences, it is worth bearing in mind that even if all the proposals in this section were implemented the IAEAOs verification bt
considerably smaller than for a single ultra-large fuel cycle facility elsewhere in the world.
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Enhanced safeguards on enrichment

Because of their commercial and proliferation sensitivity, gas centrifuge enrichment plants (GCEPs) have his-
torically been singled out for special safeguards measures. Centrifuge plants in Europe and Japan, for example,
have been subject to a special arrangement known as the Hexapartite Agreement since the mid-!"#$s.”Cur-
rently, the IAEA is in the process of developing a new model safeguards approach.”Safeguards specific to GCEPs,

should Iran decide not to suspend its enrichment programme, are discussed in this section.

Proposal Il.! : Enhanced safeguards on enrichment

Description: The IAEA implements enhanced safeguards on Iranian enrichment facilities. The approach would necessarily hav
individual facility in question, but the measures that could be adopted include:

¥ Remote monitoring of the cascade hall;

¥ Limited frequency unannounced access (LFUA) fhto the cascade hall;
¥ Remote monitoring of feed and withdrawal stations;

¥ SNRIs of the feed and withdrawal stations;

¥ Inline flow and enrichment monitoring;

¥ Regular use of DIV.

Facilitating effective SNRIs and LFUA would entail imglementing proposal .

Purpose: To increase confidence in the IAEAOs ability to safeguard enrichment facilities in Iran; in particular in its ability to de
(enrichment of undeclared material) and undeclared HEU production.

Cost of implementation: Medium

Increase in confidence: Medium

Analysis: the effect of the additional transparency measures
Apart from a simple diversion of material, which could occur at any fuel cycle facility, there are two diversion
scenarios that are specific to enrichment: production of HEU and ‘excess’ production.’ e former is of concern
because, although it would be likely to be detected, HEU is a direct use material with a short conversion time.
e latter involves introducing unsafeguarded feedstock into an enrichment facility and not declaring the
output. In theory, it is possible to detect excess production by performing a ‘SWU balance’;” in practice, this
procedure is of questionable €) ectiveness because there is no way to verify independently the separative capacity
of a GCEP In fact, a state could plausibly facilitate excess production by deliberately understating the separative
capacity of its enrichment facility. Moreover, if the enrichment level of the product is the same during excess
production as declared production, it would be impossible to detect by using environmental sampling.”*
Because of the small size of the PFED, it seems unlikely that it would be used to produce HEU directly.
e principal fear concerning the PFEP (apart from the knowledge Iran gains by operating it) is excess produc-

tion of LEU that could be rapidly converted into HEU. For this reason, the most ¢) ective safeguard (from
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a confidence building perspective) in the PFEP would be verification of feed and withdrawal stations. ! is could
be achieved with remote monitoring and possibly SNRIs (if facilitated by proposal I1.").

Although the direct production of HEU in the PFEP is less likely than excess production of LEU, it is still
avalid concern. In this regard, the installation in the centrifuge hall of remote monitoring equipment—a step
thus far resisted by Iran*— would be an important transparency measure because it would allow the IAEA
to verify more easily that there has been no reconfiguration of the centrifuge cascade. Cameras are currently
installed in the cascade hall of the PFEP but they do not transmit data 0$-site. Inline enrichment monitors
to detect the production of HEU would be an important secondary safeguard. Environmental sampling can
provide additional assurance—but that already takes place.”

LFUA for the cascade hall would also be a desirable step. As is discussed above, however, unannounced
inspections are currently not possible in Iran. ! ey could be facilitated by proposal I1.", but it is worth con-
sidering whether this would be necessary for safeguarding the PFEP when remote monitoring and the use of
inline enrichment monitors, which are cheaper and less intrusive, are just as e$ective. In fact, since they provide
continual monitoring of the cascade they are arguably more e$ective.

For the FEP, it is probably the direct production of HEU that constitutes the biggest fear, although excess
production is still a concern. As is discussed above, the strongest CBM that Iran could adopt with regard to
the FEP would be to terminate its construction entirely. If Iran decides against this option then the IAEA’s
new model safeguards approach would be a good starting point for developing an appropriate set of safeguards.
I is approach, which is currently being developed and has not yet been applied to any facility, di$ers from
Hexapartite Safeguards in two major respects:*“first, it is designed to detect excess production, which was not
considered in the Hexapartite Project; and, second, it aims to ‘tailor” safeguards to individual enrichment
facilities to a greater extent.

Within the new model approach, safeguards are built around the principle of ‘defence in depth’, that is,
adopting multiple measures to guard against the same diversion scenario. For instance, in addition to permitting
LFUA to verify that there has been no HEU production,” Iran could also install inline enrichment monitors
and permit the IAEA to withdraw material from the cascade for analysis. Remote monitoring of the cascade
hall would also be an important step—but, as with the PFEP, it is one that Iran is resisting at the moment.”
I' e IAEA’s new model approach is designed to safeguard a facility with a separative capacity some )%times
larger than the FEP. By choosing to adopt it (perhaps with more ‘layers of defence’ and more frequent inspec-
tions than usual) Iran might go some way towards increasing trust. No set of transparency measures, however,

can be as e$ective at rebuilding trust as termination of the FEP programme.



Evaluation
By international standards the PFEP is a very small enrichment facility. With a throughput of some ! tU per year, material accountancy is likely to be an
effective means of detecting a diversion of any significance. Moreover, with the enhanced safeguards discussed in proposal II." in place, it should be
possible to guard against excess production or reconfiguration. It is important to keep in mind, however, that (as is discussed in part I) continued use
of the PFEP will enhance Iran’s ability to conduct a successful clandestine programme. These and other competing factors are weighed up in the conclu-
sions to this paper.

The FEP’s separative capacity is over an order of magnitude larger than the PFEP’s. Although still small by international standards, the FEP poses
much more of a proliferation risk than the PFEP. Continuation of the FEP programme is likely to damage international trust in Iran even further. It seems
unlikely that any set of safeguards would be able to rebuild that trust.
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Part Ill: Measures to assist the detection of clandestine facilitie

The most important step that Iran could take to build confidence in the absence of undeclared nuclear activities
on its territory would be to recommence provisional implementation of its additional protocol and to ratify it
as soon as possible. Indeed, this is a requirement of the UN Security Council.”* The model additional protocol
is designed to give the IAEA the authority it needs to be able to draw credible conclusions about the absence of
undeclared nuclear material in a state. It increases the powers of the IAEA in various respects, most importantly
with regard to the amount and type of information it can request from states. There are, however, limits to its
effectiveness and, for this reason, this paper considers additional measures to enhance the IAEA’s ability to detect
clandestine nuclear activities. The discussion is divided into three sections. First, the eflicacy of the additional
protocol as a means for detecting undeclared nuclear activities is discussed. In particular, the types of undeclared
activities that it would be leastffective at detecting are identified. This discussion highlights that it could be
possible for Iran to operate a clandestine nuclear programme without detection even with an additional protocol
in force. Second, an enhanced methodology for detecting clandestine facilities, which builds heavily on the IAEA’s

current system, is briefly presented. Third, particular CBMs are outlined and their effectiveness discussed.

The IAEA’s current system

Before ‘Programme 93+2” (the project to examine ways to enhance the ability of the IAEA to detect undeclared
nuclear activities), the IAEA’s safeguards role was largely limited to detecting the diversion of material from
declared facilities.” In the event that the IAEA obtained evidence of undeclared nuclear material in a state, it
could, in theory, investigate further by requesting voluntary access or a special inspection. This system suffered
from two major flaws. First, the IAEA had almost no independent capacity to gather evidence of undeclared
nuclear activities and hence could almost never be in a position to request voluntary access or instigate a special
inspection. Second, even if the IAEA did obtain such evidence, it lacked an appropriate response. A request

for voluntary access can be denied by a state. Because a demand for a special inspection is likely to inflame an
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already tense situation, the IAEA is generally reluctant to make one.” It is telling that a special inspection has
only ever been requested once by the IAEA—in North Korea in #!!$ on the basis of satellite imagery provided
by the United States.”In addition, a special inspection was conducted in Romania but that was at the request
of the Romanian government not the IAEA.

& e measures developed by programme !$+' were split into two parts. Part I measures were those that did
not require additional legal authority. Part IT measures did require an additional legal instrument—the addi-
tional protocol. & is division is significant today because in a state with no additional protocol in force the
IAEA’s powers are limited to those specified in part I.

& e tools that the IAEA has to detect clandestine facilities are summarized in box # & ese can be grouped
under three main headings: information gathering and analysis, environmental monitoring and access rights.
& e box illustrates the tools available under an INFCIRC/#)$type safeguards agreement (part I measures)
and those which require an additional protocol (part IT measures).

A number of the tools indicated in box #(those marked *) are useful in detecting undeclared activities at
declared locations (the term ‘declared location’ is used here as shorthand to denote any facility, site or other
location declared pursuant to either a comprehensive safeguards agreement or an additional protocol). Indeed,
by using a combination of complementary access and DIV, backed up by environmental sampling, the IAEA’s
prospects for detecting undeclared activities at declared locations are excellent.

& e main challenge for the IAEA is detecting undeclared activities at undeclared locations. & ere has been
lictle analysis of how e* ective the IAEA’s system in that regard is. One method for assessing its e+ cacy is to
analyse the di+ culty a state faces in creating a clandestine nuclear programme that would have a good chance

of avoiding detection. To that end, the attributes listed below would all be desirable in a clandestine programme:

BoxX Summary of key methods to detect clandestine facilities

Information gathering and analysis

INFCIRE/OBasicO state declarations; open source data (e.g. scientific literature and satellite imagery); information provide:
information analysis techniques

INFCIR@/Expanded state declarations

Environmental monitoring

INFCIRE/Site-specific environmental sampling (during an inspection or w®it pursuant to INFCIRC/

INFCIR@/Site specific environmental sampling (during complementary access)*; Wide area environmental monitoring (subje
IAEA Board of Governors)

Access rights
INFCIRE/Special inspections; Design information verification*
INFCIR@/Complementary access*
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1. All activities take place away from declared locations.

2. Facilities Oblend intoQ their environment (e.g. by building them alongside existing industrial activities).

3. Equipment used in the programme isn@)ufactured domestically; omi@nufactured entirely from sub-
components and materials that do not feature on any export control listpar{ell secretly from a state
that will not report the sale; or fapcured by a non-state actor whose activities are not known to states.

4. There are no interconnections (either administrative or in terms of the Bow of nuclear material) between the
clandestine programme and a declared one.

5. There is tight information security around the clandestine programme.

6. There are few independent sources of information (pressure groups, independent media agencies etc.) on
nuclear or military activities in the state.

In general, the more of these attributes that a clandestine programme has, the harder it will be for the IAEA
(or a national government) to uncover it. At one extreme, it seems highly unlikely that a programme with none
of these characteristics will avoid detection. At the other extreme it is unlikelyNalthough not inconceivableN
that a programme with all of these attributes will be detected.

The relevance of these criteria can be illustrated by considering how IranOs undeclared activities were origi
nally discovered. IranOs centrifuge activities at Natanz were Prst publicly disclosed by an opposition groupN
the National Resistance Council of Iranbbnz. The source of their information is unclear. One suggestion
is that they were able to obtain the information themselves as a result of poor informatiSiseteity.
suggestion is that they received the information from US intelligence which, in turn, learned of the programme
through its investigations into the AQ Kahn network and from satellite imagery of construction work on the
FEP Either way, it appears that the discovery of IranOs centrifuge programme was a result of failures with
regard to some combination of pointsl ors. Similarly, interconnections betwedfedint parts of IranOs
programme (poinf) have been useful in discovering the extent of undeclared activities. For example, some of
the initial evidence for what turned out to be enrichment experiments originated from the discoveyy that
of UF was OmissingO from a particular cyliMiEe recent IAEA reports also suggest that Oadministrative
interconnections® are important to gaining an understanding of the full scope of IranOs nuétear activities.

Using these criteria it is possible to analyse how much conbdence states should have in the ability of the IAEA
to detect undeclared activities in Iran should an additional protocol to be putihepksditional protocol
works best in a state where there are multiple independent sources of infotimadidoy and large, not
true of Iran and would therefore reducefitstéveness. Designing a clandestine programme that possesses
characteristieB listed above isficult and would add to the cost of the programmeRbut it is not impossible.



In particular, the expertise that Iran already has with centrifuge technology would help it to build centriflﬁSges
indigenouslyThere is a real possibility, therefore, that Iran could successfully conceal a clandestine nuclear pro
gramme even with an additional protocol in place.

In addition, they3+2 Programme did little to address the lack of investigative options that the IAEA has
at its disposal should it obtain evidence of undeclared nuclear dttvieiical sensitivities around special
inspections still remain and, although the IAEA can request voluntary access to any site, a system based entirel
on voluntary inspections is unlikely to inspire much conbdence because Iran could deny a request for access a
any timeThe possibility of developing a protocol for special inspections and thereby reducing the sensitivities
that surround them is therefore also examined below.

Improving the system for detecting clandestine nuclear activities
Clandestine nuclear activities can be uncovered by detecting characteristic OindicatorsO. In the case of a nucl
reactor, for example, such indicators include the presence of bssion prodficesnt) iteeemportation of
reactor components and the presence of distinctive physical features, such as cooling towers, thermal emissior
or unusually high securifjae IAEAOs capability to detect clandestine nuclear activities can be enhanced by
increasing not only the range of indicators that it is able to detect but also the reliability with which it can
detect them. Table summarizes some indicators of nuclear activities (in parffidat and external
physical features). Some of these indicators, in particular the physical features of facilities, can be detected
using existing techniques such as satellite monitoring. Others, namely distinctive chemicals or elements in
efluent, cannot because the use of environmental monitoring away from declared locations has not yet been
approvedThis section discusses two veriPcation techniquesNwide area environmental monitoring (WAEM)
and overRightsNwhich could be used to detect these categories of indicators.

Some of the indicators in taple.g. the presence of enriched uranium, plutonium or certain radionuclides)
can, by themselves, provide unambiguous evidence of nuclear activity. Where possible, it makes sense to focu
on these indicators. Other indicators, however, are ambiguous in the sense that they are also associated witt
non-nuclear activities. For instance, piles of ore and tailing at mines are associated with the extraction of
materials other than uraniubhe presence of a number of the ambiguous indicators, however, would provide
strong evidence of clandestine nuclear activity. It is important to remember that the primary aim of this
analysis isotto provide incontrovertible evidence of clandestine nuclear activity but to bnd enough evidence
to justify some kind of inspectidhe discussion below outlines the most appropriate indicators for each stage
of the fuel cycle.
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Mining and milling

The simplest method of mining uranium is opencast mining (IranOs two existing minesNSaghand and GchineN
are of this typelhis technique, however, is used to mine a number of metals (sometimes in combination)
and, although it is relatively straightforward to identify an opencast mine using satellite photography, it is
hardeto identify the material that is being mitieHowever, this may not be as much of a problem as it brst
seems. Mines, other than undeclared uranium mines, are unlikely to be k@pes#isoetvery of a secret

mine in Iran may be enough, by itself, to merit further investigation. Perhaps the best way to positively
identify an opencast uranium mine is to look for its associated mill. Possible indicators of a uranium mill include
mixer/settlers, thickeners, a stockpile of sulphur and a constant stream of ore carriers frortdreonire.

there is also information about Iranian uranium deposits in the public domain and, although there is no guar
antee that it is complete (e.g. Gchine was kept secret for many years), such information would certainly help
to guide a searhOverall, the prospects for detecting a secret opencast mine in Iran are reasonable.

Table ! List of selected indicators for nuclear activities

m Effluents potentially useful for WAEM Distinctive external physical features

All High security, isolated site, good transport links

Mining and millindNone identified (see fd#tnote Miningpiles of ore and tailings, large ore trucks, discriminator stations
Millingmixer/settlers, thickeners, sulphur stockpile
In-situ leachingnjection and product wells, evaporation ponds

Conversion Molecular unenricligd UO On site,\d&nisters

Enrichment Concentratidflbfaised relatf#®)to = Gas centrifuge plaois identified
Gaseous diffusion and aerodynamic enriclpowet plants:
high voltage power lines, large switchyards, cooling towers
EMISiigh voltage power lines, transformer stations

Fuel fabrication MolecularfJ@nriched or unenriched)\one identified
hafnium-free zirconium

Reactor activity Gaseous and liquid effluents contair@ogling towers, high stack, reactor building, thermal emissions. Can be
nuclear fuel, neutron activation proddistsnguished from conventional power plant by lack of storage for coal
fission products and decay productsgas, or oil.

Reprocessing  Uranium, plutonium, fission, activatiboranduilding, very high stack, waste/sludge holding ponds, water
decay products in solution supply, cranes, power supply, transport canisters

Note: In addition to zirconium, a large number of non-radioactive materials are also involved in fuel cycle activities, especially reprocessing. These might be dete
purchase of these materials (especially in combination) is also an indicator of nuclear activities. They have not been listed in the table, however, because radioacti
and less ambiguous.



The prospects for detecting an underground mine are not mucti worsederground mine would almost
certainly be attached to an above ground mill, which would provide a good target for detection. Moreover,
ore trucks and piles of ore as well as tailings on the surface would still be visible. limdstaleesching,
another uranium OminingO technique, include a characteristic pattern of injection and production wells as well
as evaporation poritidn fact, the only method of uranium extraction that it wouléfdmtigely impossible
to detect through satellite imagery is where uranium is produced as a by-product of phosphaté extraction.

Conversion

Conversion facilities are large-scale chemical plants. It is inevitable that soulel UE released from

them into the atmosphere, where it reacts with water vapour to form uranyl Rudfglepfoleably in the

form of an aerostiThe use of environmental monitoring to detect conversion facilities is usually discounted

because of the background levels of urdhitmwever, Kemp has recently suggested that it might be possible

to detect clandestine conversion facilities by looking for molec&lageCPcally, rather than just the presence

of uranium in general. UB is potentially a useful signature because it is highly stable and its lifetime in the

environment as an aerosol is probably brief enough to enable badfectaitallee discountédlimerical

modelling has suggested that environmental monitoring could potentially be used to detect a small conversion

facility with a throughput af.s tU/yr at signibcant distances, possibly as mustEsso kilometres (km).

This method would obviously have to be tested in beld trials before it could be employed in practice.
Detecting conversion facilities through their appearan@els thecause there is little that distinguishes

them from non-nuclear chemical plahtthe presence of canisters to storentight be observable but

similar containers could be found at many other industrial facilities. Physical evidence such as this, or prox

imity to a suspected enrichment facility, is therefore best used as supplementary evidence to back up WAEM.

The one exception might be an underground facility. Such a facility would be exfieutigly detect once

completed, but its construction would be vefigudi to conceallhe construction of a large underground

chemical facility is by itself suspicious, irrespective of any supporting evidence.

Enrichment

The ease of detecting an enrichment facility depends strongly on the type of enrichment process being used.
Gaseous flusion plants, for instance, produce large quantities of heat which could be observed by infra-red
satellite imagety/The technology of concern in Iran, however, is the gas centrifuge. Apart from heightened
security a GCEP has few, if any, distinguishing features. In theory, it is possible to detect the presence of
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enrichment from the abundance rati6*ofto "*U (which is otherwise almost totally uniform across the

globe). Whether this is feasible in practice depends on how migek&/ffom the plar&. e leakage from

the most modern and sophisticated GCEPs is very smallNtoo small to give them a signibcant detection radius.

& ere are, however, a number of reasons to suppose that leakage from Iranian facilities might be larger. First,
states without extensive enrichment experience, such as Iran, may have neither the experience nor the tech
nology to reduce |JEmissions from a GCEP to a negligible level (after all, the drive to prevent emissions from
GCEPs in Western countries was a result of environmental considerations which have been largely absent in
Iran). Second, there is always the possibility of an accidental release, especially in a clandestine programm:
run by the military, which is not subject to typical civilian safety standards. An accidental release need not be
a catastrophic eventNmuch smaller occurrences, such as the failure of a seal resulting in the emission of a few
tens of grams of LJFeould be detectable.

Fuel fabrication, reactor activity and reprocessing

Fuel fabrication, reactor activity and reprocessing are considered more brieRy because they are relevant onl
to an attempt to manufacture nuclear weapons via the plutonium route and this is less of a concern in Iran
than enrichment. In particular, because of jheutiies in concealing a reactor, it seems highly unlikely that

any state would risk attempting to build an entire clandestine fuel cycle in secret. One possible proliferation
pathway would be for a state to develop reprocessing in secret and use this capability to reprocess fuel frorr
an HWR.& e detection of clandestine reprocessing facilities will therefore become more important if Iran does
not terminate its HWR project.

& e most useful indicators of reactor activity are physical characteristics, in particular cooling towers and
thermal emissions. Signibcantly, reactor sites are also distinguishable from normal commercial power plants
because they lack storage areas for coal, gas’ d®epoilcessing plants also have characteristic features
such as a high stack, a long building, heavy lifting equipment, a high-capacity water supply and the presence
of transport canisters for spent figl. either case an isolated site, high security and good transport access
(possibly a railway line) would also be suggestive of clandestine activity. WAEM is also useful for detecting both
reactors and reprocessing facilitiBadionuclides (such as those listed in(talvider e uents) can be
detectable at distances of ahpukm in air or,,, km in water® In contrast, identifying a fuel fabrication
plant is much harderNlike enrichment the best indicator is an increase in the abundariée tatidubf
Given that fuel fabrication is inevitably accompanied by reactor activity, which is much easier to spot, there
seems little point in attempting to detect it.
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Wide area environmental monitoring

Before discussing specibc veribcation methodologies in detail, it is worth emphasizihgdtisethessean be
increased and costs can be reduced if technologies are used in cdmisiiatioe. of many aspects of nuclear
veribcation, but is particularly important with the detection of clandestine facilities. For example, the size of an
area for WAEM can be reduced by using overhead imagery combined with information from maps to screen for
suitable sité€’As well as saving costs, this procedure can also ereuineaess; sin@éuents are diluted

with distance WAEM works best at locations close to and down windNor downstreamNfrom a suspect facility.

Proposal I11.!: Wide area environmental monitoring

Description: The IAEA collects and analyses environmental samples to look for materials that are indicative of nuclear activities. The samples could be
taken from the air, water, soil, vegetation or sediment.

Purpose: To verify the absence of clandestine nuclear facilities in Iran.

Cost of implementation: High

Increase in confidence: Medium

Analysis: the status quo and the effect of the additional protocol

Under INFCIRCH&the IAEA is allowed to use site-speciPc environmental moffitagmgdiscussed above,
article$ of the additional protocol permits wide area environmental monitoring once Oprocedural arrange
ments. . . have been approved by the Bd&abProval has not yet been granted.

Analysis: The effect of additional transparency measures

Wide area environmental monitoring is a generic term that encompasses & emagetettnologies includ

ing air, water, sediment and deposition sampling. Although there has been considerable research into relevant
sampling and analytical technologies, mucH $das been expended on developing a protocol for the
implementation of WAEM on a countrywide s€dtés therefore important to acknowledge at the outset that,

even ignoring cost considerations, the development of a WAEM system for Iran would be a major task that would
take time to implement.

' e technology that holds the greatest promise for WAEM is generally considered to be dir sampling.
Garry Dillon, a former leader of the IAEA Iraq Action Team, recently analysed the feasibility of setting up a
network of air sampling stations in ffaBillon points out that if a detection rang&)ofm is required (a
reasonable bgure for a GCEP) then an Ounmanag@pbéepling stations would be needed for complete
coverage of Iran. He assumes a detection raffjuskisf and hence envisages a netwddy acampling
stations to ensure complete coverage. In the absence of any information to guide the deployment of the net
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work, the samplers would be arranged in a square grid altered, where necessary, to take account of IranQs terra
Ideally, however, the samplers would be mobile so that the networkOs shape could be altered in the light of new
information. Dillon is primarily interested in obtaining a cost estimate for WAEM in Iran. He acknowledges
that his analysis Oshould not be interpreted to suggest that the exampled network is capable of providing mean
ingful detection sensitivitiesO. Here we consider the key question of whether such a network would, in fact, have
a reasonable chance of detecting a clandestine nuclear facility.

The detection radius for reactors and reprocessing plants isoarkomd@he detection radius for a eon
version facility might be even larger, if moleculaf ¢@n be used as an indicator. Such a network would,
therefore, probably be able to detect these types of fuel cycle facilities. Because enrichment is the primary con
cernin Iran, the ability to detect clandestine reactors and reprocessing facilities, although useful, is not enough
to justify the use of WAENHhe ability to detect a clandestine conversion plant, however, is potentially more
signibcant because such a facility could be used to supply feedstock for enrichment.

The detection radius for a typical GCEP is much smallerNabkmt A static WAEM network géo
stations covering the whole of Iran would only have, very approximatepgiacent chance of detecting
such a plarit. This Pgure can be increased, however, by deploying the network QintelligentlyO. First, the network
need only be deployed in areas of the country that are suitable for clandestine nuclear activities. Realistically,
a nuclear facility needs good transport links, a nearby population centre to supply workers and access to watet
and electricity supplies, and s&“ofd.survey of Iran could be conducted to determine which areas of the
country meet these criteria. Second, if the network consisted of mobile sensors it could be redeployed regularly,
thereby increasing itieetive coverage. Once the optimum atmospheric conditions for detection have occurred
twice, say, there is probably a strong case for redeploying the*hHtivisressumed that ontyper cent
of the land area of Iran is deemed suitahte] that the network is redeployed once every eight weeks, the
probability of detection over the course of a year rises tozrorgnt.

Further improvements could be gained from the use of intelligence or other information such as satellite
imagery to help design the network. It is hard to quantify fBertis,ébut good intelligence could make a
signibcant ¢ierence. It is also possible that the detection radius of an Iranian GCEP is bigdanthan
because, as is discussed aboyéedkBge might be a signipcant problem for a state like Iran, which lacks
experience in enrichment. In this case the detection probability would also be increased. In fact, because the
number of detectors required for complete coverage scales inversely with the square of the detection radius, thit
effect can be quite signibcdlite Pnal way to increase the detection probability would be to improve the
detection technology itself. However, because the background level of uranium is the limiting factor in detection,
this process isflicult and technological improvements cannot be reliéd on.



In the event that the WAEM network did detect evidence of clandestine nuclear activities, the next step V\5/%)uld
be to take several more environmental samplgsrahtipointsThis would help to verify the earlier result
and allow a better estimate of the location of the facility to be made. Finally, it would be necessary to carry out
an inspection in order to conbrm the existence of a clandestine facility. A possible protocol to facilitate such
an inspection is outlined below (proposa).lil.

Beyond questions dfieacy, WAEM has various practical problems associated with it. First, air sampling
is intrusiveNIran would have to be prepared to accept the deployment of a large number of sampling stations
on its territory and permit them to move freely. Second, air sampling stations need to be protected from
tampering. In practice this means an alarm syBied).there is the issue of cost. Dillon estimates that a
network ofsoo samplers would cost abgydt million annually? It is, however, flicult to imagine that if
Iran were willing to accept WAEM, thg-Fwould not provide the necessary funding.

Up to this point, only air sampling has been considered. Other WAEM technologies are also available. Water
sampling, for example, is potentially useful because, as is discussed above, radionu tindes fuathedr
in water than they do in air. If [ran were unable to prevent radionuclides being released into the water system,
then water sampling might have a role to play. However, no technology is likely to be signiPcantly better than
air samplingNeven if one doeepslight improvements at the margins. Usirfiegeit technology is there
fore unlikely to change the basic calculation of the feasibility of WAEM. However, as Dillon points out, using
other sampling techniques to complement the results from air sampling would certainly be helpful.

Evaluation

The prospects for WAEM are mixed. WAEM would be most useful if it were able to detect a clandestine enrichment program
ogy it is unlikely that a clandestine GCEP could be successfully uncovereshkatess @threedignifitelhigéiee could guide the
searchNboth of which are distinct possibilities. Moreover, implementing any system of WAEM would be expensive, intrusive ¢
the other hand, if it is feasible to detecEntblequizpecis for uncovering a clandestine conversion facility with WAEM are muc
This is significant because it would be hard, but not impossible, for Iran to operate a clandestine GCEP without running a clar
WAEM would also be useful, in a supplementary role, for detecting clandestine reactor activity and reprocessing.

Overflights
Proposal Il Overflights

Descriptio@verflights are conducted in Iran. Such flights would probably have to be carried out by a state party, but they woi
the results analysed by the IAEA. Planes would be equipped with both electromagnetic sensors and air sampling devices.
Purposdo verify the absence of clandestine nuclear facilities in Iran.

Cost of implementatitigh

Increase in confideboer.
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Analysis: Status quo and the effect of the additional protocol
The use of overRights is not authorized by either INFGIRCINFCIRC/s40. Although the IAEA is per
mitted to collect and analyse overhead imagery, such imagery has in the past been acquired using satellites

Analysis: The effect of the additional transparency measure

Overf3ights, in certain respects at leffest,some modest advantages compared to satellites for the purpose of
acquiring overhead imagéiyages from overRRights can be higher resolution than those from satellites. Com
mercial satellitefer a maximum resolution of abewtx metres (m) for panchromatic images whereas those
taken from aircraft can have a resolution of abaut™ The diference is even more marked with thermal
(infra-red) imagery, where the resolutier; oh gforded by aircraft-based sensors is much better than anything
offered by satellites. In addition, there is greater freedom in choosing the Right path of an aircraft compared to
the orbit of a satellite. Aircraft imagery is alsdtlased by clouds and there is greater Rexibility in aircraft
scheduling than satellite scheduling.

In practical terms these advantages make only a liffiéexhde. Although the principal advantage of
overRightsNhigher resolution imageryNmay sound quite signibcant, there are, in reality, comparatively few
indicators of nuclear activity that would become accessible through this extra resolution. One example might
be discriminator stations used in uranium mifiiigese facilities are unique to uranium mines and are
thus an unambiguous indicator of uranium mining, but appear similar to ore carrier refuelling stations which
are common to many other types of mine. It is possible to envisage overRights being used to help OPlIl the gay
between satellites and on-site inspections. Should a suspect facility be discovered using satellites, an overRig|
could be dispatched to obtain higher resolution imagery prior to requesting an inspection. However, this role,
by itself, is not ghicient to justify the use of overf3ights.

OverRRights would, however, be a highly valuable veribcation tool if they could be used for &ihegmpling.
could be used for this purpose in two ways. First, they could be used to take air samples at certain places.
This is conceptually similar to the air sampling network described above, only it is less intrusive and would
not require the deployment of multiple air sampling stations. Alternatively, air could be sampled continuously
during an overBight. In the event that an indicator of nuclear activity was detected, possible sources could be
identibed by using observation data from the Bight and environmental samples taken fronihergroasnd.
even been some discussion in the past about real-time radionuclide monitors being placed on-board aircraft.
While it seems extremely unlikely that such monitors could be sensitive enough to detect enrichment facilities,
it is possible that they could be used to track down reactors, reprocessing facilities and possibly conversion
facilities by detecting molecular B(as is discussed above).



Unfortunately, all these schemes are highly speculative, which is why this proposal has been assigned ar513increa
in conbdence rating of Olbwébe are a number of important questions concerning the feasibility of environmental
monitoring from aircraft and there is very little in the published literature to help ansivee tmast. funda
mental question is whether the concentration of radionuclides resulting from nuclear acticites is su
permit detection at the relevant heightre has been much research into the optimum atmospheric conditions
for ground-based environmental monitoring, but much#eddas been expended in answering the same
guestion for aircraft-based monitoring. Monitoring from aircraft is potentially much harder than ground-based
monitoring because sampling times for aircraft are likely to be much shorter. Nevertheless, the fact that aircraft
have long been used to detect small quantities of fallout from nuclear tests does give some credence to the ide:

On a more practical level there is also the question of which organization or state would conduct the
overRBights. e IAEA does not have its own capability in this regard and it would probably be prohibitively
expensive for it to acquire one. A possible division of labour could therefore be that overf3ights would be
operated by a state but scheduled by the IAEAEA would be solely responsible for analysing the results
obtained from Rights. It would also be desirable for IAEfodia present on the aircraft during a Right.

Using state-based assets does create certain problems. First, it'hoglhittberdegrate the technology used
to take samples during a Right with the technology the IAEA uses for analysis. Second, a state would have to be
identibed that is willing and able to conduct the overf3ight and that all parties to the process Pnd acceptable.

Evaluation

Overflights can serve two verification functions. First, they can be used to obtain overhead imagery. They offer slightly better resolution than satellites
although this advantage, by itself, is not enough to justify their use. Second, they can, in theory, be used to collect air samples for environmental
monitoring, although it is far from clear that this technique is feasible in practice. If it is feasible then overflights could be a valuable transparency
measure. Moreover, because overflights are less intrusive than ground-based environmental monitoring, they are potentially more acceptable to Iran.

Development of a protocol for special inspections

Proposal I11.3: Development of a protocol for special inspections

Descriptiofie IAEA and Iran could agree a protocol for special inspections in advance of it being needed. This protocol could be modelled on the
challenge inspections provided for by the 1993 Chemical Weapons Convention (CWC); in particular

- aspecial inspection can be carried out anywhere;
Iran is permitted to manage the access by, for example, shrouding displays, computers and equipment;
negotiations over the perimeter of an inspection area are permitted;
- during an inspection the IAEA has the right to take environmental samples and to monitor the exit of vehicles from the building.

Purposéa build confidence in the absence of undeclared nuclear activities.

Cost of implementation:
Increase in confidetigle:
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Analysis: the status quo

Although special inspections provide the IAEA with a means of inspecting an undeclared facility they are
problematic—not least because the IAEA is so reluctant to use them (as is discussed above). Moreover, the
IAEATs access rights during a special inspection, outlined in paragraph !! of INFCIRC/"#$are not set out in
any great detail. % e exact terms of reference for a special inspection are to be agreed through negotiation between
the IAEA and the state. **Such negotiations could, however, be seen as an attempt by the state to stall the start
of an inspection and this could inflame an already tense situation. It might therefore be sensible for the IAEA
and Iran to agree a protocol for special inspections before a request for such an inspection has been made. % e
existence of an agreed protocol might make the IAEA more willing to request special inspections and Iran more
willing to accept them. % e existence of such a protocol would not prejudice future negotiations between the

IAEA and other states over access rights during special inspections.

Analysis: the effect of the additional transparency measure

Special inspections provide the IAEA with the best means of being able to validate or disprove a claim about
the existence of a clandestine facility. For any number of reasons—but not least because inspections can jeopard-
ize the secrecy of legitimate military programmes—any state is likely to insist on limits to inspectors’ access rights.
Indeed, this is recognized in paragraph !l of INFCIRC/"#$which states that for the purposes of special inspec-
tions the IAEA ‘may obrtain access in agreement with the State to information or locations in addition to the access
specified . . . for ad hoc and routine inspections’. **Limits on special inspections can take two forms: limits on
where inspectors can go and limits on what inspectors can do. % e more limits are placed on special inspec-
tions, the more their value as a CBM is reduced. % e challenge is to devise a protocol that respects the rights of
the state being inspected but also permits the IAEA to conduct €' ective verification activities.

% e solution proposed in this paper is for special inspections to take place anywhere in Iran, but for Iran to be
entitled to manage access. No limits on where inspections can take place have been suggested in order to not under-
mine the credibility of the inspection regime. On the other hand, Iran is permitted to manage the access so that
it can protect legitimate security interests and keep commercially sensitive information secret. Crucially, recent devel-
opments in nuclear forensics—in particular in environmental sampling—enable managed access to be €' ective.

% e details of a protocol for special inspections would need to be decided in negotiations between Iran
and the IAEA. However, for special inspections to be worthwhile inspectors would, at the very least, need the
right to take environmental samples, conduct visual observations and use radiation detection devices. It would

also be helpful if the IAEA were entitled to take other NDA measurements and remove samples for DA. % e
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protocol for challenge inspections pursuant to article IX of the CWC would seem to be a good starting point
for developing the rules of managed aétesgact, many of the features of CWC challenge inspections could
be almost directly imported into the protocol for special inspections:

¥ Negotiations between the state and the inspectors over the perimeter of the site to be inspected are permitted.
Any negotiations are, however, subject to strict time limits.

¥ For the duration of an inspection (including during negotiations over the perimeter), the inspection team is
required to monitor the exit of vehicles from the site and has right to inspect vehicles Oon a managed acces
basisO to ensure that no sensitive equipment or material is temoved.

¥ % e inspected state is required to give the inspectors the Ogreatest degree of accessO consistent with
Oconstitutional obligations it may have with regard to proprietary rights or searches dhikceeizsirass).
also be limited in order Oto protect national se!'éuwplér.e such considerations prevent the inspected
party from giving the inspection team free access, it is entitled to manage access by, for example Oshroudin
of sensitive displays, stores and equiptentO.

However, given the importance of the Opaper trail® in linking undeclared nuclear activities to a nuclear
weapons programme, it might not be desirable for Iran to have the right to hide sensitive documentsNin
contrast to the protocol for CWC challenge inspections.

Having outlined the basis for a suggested inspection protocol, two questions must be addressed: prst, with
this form of managed access in place, would Iran be able to protect information that it had a legitimate right
to keep secret; and, second, would managed access comprQracémess of IAEA inspections?

In answer to the pbrst question, it is important to note that managed access was originally designed to enable
states to permit international inspectors to enter any facilityNhowever sensitive. In the years before the CWC
was concluded (and again({f ), the UK government simulated challenge inspections at facilities involved
in its nuclear weapons programinieconcluded that Organisation for the Prohibition of Chemical Weapons
(OPCW) inspectors could be granted access to all buildings on such a site withou} adiregsebtianal
security or breaching the UKOs obligations under article | of the NPT. Given the exceptional sensitivity of the
facilities involved, the simulated inspections provided strong evidence that managéceeibecessime
over, Iran (in addition t&$! other states) has signed and ratiPed the CWC. It has therefore already indicated
that it would be willing to accept challenge inspections conducted by the OPCW. Presumably, Iran would
not have acceded to the CWC if it felt that challenge inspections would damage its national security or
compromise proprietary information.
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In answer to the second question, evidence is available that managed access would not compromise the e! ective-
ness of environmental sampling. A useful illustration of the power of environmental sampling comes from the
IAEASs safeguards work in Iran. In March "##$IAEA inspectors visited the Kalaye Electric Company (KEC) work-
shop in Tehran but were denied permission to take environmental samples. By the time that permission was
granted, in August that year, ‘Iran had tried to “decontaminate” the premises, for example, by painting all the
interior spaces, replacing the flooring, and removing all of the equipment . . .".**Nonetheless, the samples that
were taken proved unequivocally that uranium enrichment had taken place in the building—a fact that Iran
subsequently admitted.”*Environmental sampling can detect nuclear materials in nanogram amounts or smaller.
Given that detectable traces of UF, remained in the KEC workshop even after five months of cleaning; it seems
extremely unlikely that any facility could be e! ectively decontaminated in the time between the request for a special
inspection and its start. It may be possible to decontaminate a facility by razing it to the ground and removing the
topsoil—but again this would be impossible in the time between the request and start of a special inspection.”*

Given the power of environmental sampling, it might be possible for Iran to manage special inspections to
a greater degree than is permitted under the CWC. For instance, one way of facilitating access into a particularly
sensitive area might be for inspectors to be admitted into a small curtained-o! part.) ey would be permitted
to take swipe samples but not to make visual observations of the area behind the curtain. ) is solution would
not be ideal (especially because it would not allow weaponization activities not involving nuclear material to

be detected) but it might be an acceptable compromise because visual observations, although important, play

a secondary role to environmental sampling in the detection of undeclared nuclear activities.

Evaluation

The development of a protocol for special inspections has the potential to be an effective CBM. Crucially, advances in environmental sampling enable
managed access to be effective access. A protocol for special inspections modelled on CWC challenge inspections could therefore permit the IAEA to
carry out a rigorous investigation into evidence of undeclared nuclear activities while ensuring that Iran’s rights were respected. However, the [AEA
would need evidence before it could request an inspection. For this reason, the effectiveness of special inspections is limited by the IAEA’s ability to
collect preliminary evidence of undeclared activities.

Enhancing transparency in scientific and industrial activities

Proposal lllinterviews with Iranian scientists and officials

Descriptiofie IAEA is permitted to interview Iranian scientists and officials for the purpose of verifying the absence of undeclared activities. Inter-
views are to take place in Iran but without any other Iranian officials present. Interviews may be recorded.

Purposéa build confidence in the absence of undeclared activities.

Cost of implementation:

Increase in confidevakm
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Proposal ltVerification of centrifuge production and the disclosure of sensitive industrial and scie

Descriptiolran permits the IAEA to verify the production of centrifuges and discloses to the IAEA details of any industrial or si
fabricates components or key materials that could be used in the production of centrifuges or other fuel cycle technologies.
Purposédo build confidence that Iran is not secretly manufacturing fuel cycle technology.

Cost of implementatibedium

Increase in confideHagh

Analysis: the status quo and the effect of the additional protocol

The IAEA has no legal right under either INFCIRC/153 or INFCIRC/540 to conduct interviews with scientists
or officials. The IAEA can request access but, in general, it is entirely at the state’s discretion to grant such a
request. The case of Iran is somewhat different because the Security Council has backed the IAEA’s requests
for interviews—but only in so far as such interviews are necessary to resolve those questions which are cur-
rently outstanding.” Interestingly, article XII A.6 of the statute of the IAEA does give IAEA inspectors the right
to have access to ‘any person who by reason of his occupation deals with materials, equipment, or facilities
which are required by this Statute to be safeguarded . . . to determine whether there is compliance with the
undertaking against use in furtherance of any military purpose . ... However, under the legal principal of
lex specialis derogat legi gétiergiecial law overrides the general one), the more specific provisions of the
safeguards agreement are recognized as superseding the more general provisions of the statute. It is therefore
hard to argue that the right of interview contained in article XII A.6 is enforceable.

Under an INFCIRC/153 agreement, there is no requirement on states to submit information about the
manufacture or development of fuel cycle technology when no nuclear material is involved. This situation is
altered somewhat where an additional protocol is in force. For example, in an expanded declaration states
are required to provide the IAEA with ‘a general description of and information specifying the location of
nuclear fuel cycle-related research and developmentactilitieg nuclear material.™” and ‘a description
of the scale of operations for each location engaged in the activities specified in Annex I to this Protocol’.**
Annex I includes, for instance, ‘the manufacture of centrifuge rotor tubeshe assembly of gas centrifug#s
Although the IAEA can conduct complementary access at locations where these activities take place, it cannot
verify the number of centrifuges being produced. Nor can it supervise the production of centrifuge components

(except the rotor tube itself) or precursor materials, such as maraging steel.

Analysis: the effect of the additional transparency measures
Scientific research plays a key role in the development of nuclear technology, whether for civilian or military

purposes. A lack of transparency can lead to a lack of trust because of the concern that an overtly civilian
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research programme might actually be cover for a nuclear weapons programme.! Ruopisal by Iran
to address that concern by permitting the IAEA to interview Iranian scientistsiasdgiving them the
opportunity to explain why potentially sensitive research is being conducted.

Interviews are primarily of use in verifying that undeclared activities do not breach the terms of any safe
guards agreement. To illustrate this point, consider the following scenarios:

¥ Evidence comes to light of an Iranian research and development programme that has not been declared to
the IAEA in the stateOs expanded declaration pursuant to an additional protocol, but which is dedicated
to the development of materials, such as maraging steel or certain types of carbon Pbre, that could be used ir
the manufacture of centrifuges. Interviews could be useful in establishing whether this programme is part
of a clandestine nuclear programme.

¥ Certain pieces of equipment, which are typically used in experiments involving nuclear material, are found
at a facility that has not been declared to the IAEA. Again, interviews could help to determine why such
equipment is needed if nuclear material is not present.

Of course, the IAEA must have good evidence to request an interview and, as with all investigative work
related to undeclared activities, the principal challenge is obtaining this preliminary evidence. In this regard,
it is important to recognize that uncovering small-scale undeclared research and development activities is
even harder than detecting a large-scale undeclared fuel cyateitadiiég limit somewhat the increase in
trust that would be likely to result from proposal Ill.

Even with an additional protocol in force, a state could use a declared centrifuge production facility to
manufacture centrifuges for a clandestine progr#merexistence of a declared centrifuge enrichment pro
gramme therefore makes it harder for the IAEA to detect a clandestine one. F¥aposabltdvercome this
problem by giving the IAEA permission to verify the production of centtifigyesuld involve inspectors
counting and tagging centrifuges as they were produced to ensure that they were installed at declared facilities
and that none was diverted for clandesting useould potentially be a strong CBM if Iran were to continue
its enrichment programme, even on a pilot scale.

Proposal lIalso aims to increase transparency in industry and science in Iran more generally (and hence
to obviate the need for interviews, such as those provided for under prbpdsah#iscenarios discussed
above, for example, Iran could pre-empt suspicion by declaring work on maraging steel or the acquisition of
potentially sensitive equipment. It would be logical to base the list of components and materials that Iran
would be required to declare on either Annex Il of the Model Additional Protocol or the Nuclear Suppliers
GroupOs Trigger L1t



I e value of this proposal from the point of view of“tHecBn be assessed by considering the evasiorf ?
strategies that Iran could adopt if it were carrying out undeclared experiments for military nuclear ends. First,
Iran could declare the activity but mis-state its pulpdseould be a dangerous strategy, however, because
it would draw attention to the existence of the activity. SecondNand more likelyNwould be for Iran to decide
not to declare the activity at all. In this case, if the activity were subsequently discovered there would be a strong
presumption that it was part of a clandestine nuclear programme, although this would still be hard to prove.

I e fact that this kind of discovery would be hard to make, however, does limit the value of the measure.

Evaluation

Enhancing the transparency of scientific and industrial activities in Iran could serve two functions. First, by permitting the IAEA to verify the production
of centrifuges, and by declaring the production of components and precursor materials that could be relevant to fuel cycle technology, Iran could reason-
ably hope to avoid being falsely accused of conducting a clandestine nuclear programme. Second, should a potentially sensitive research project be
discovered, Iran could permit the IAEA to interview scientists and officials to enable the IAEA to clarify its nature. The extent to which these proposals
are likely to build confidence, however, is limited by the IAEA's difficulty in detecting small-scale research and development.
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Part IV: Measures to increase trust in Iran’s intention to stay in the NPT

More than any other concern about IranOs nuclear programme, the fear of breakout is motivated by the lack
of trust between the governments of the US and Europe and the government of Iran. Although the size of the
FEP and its underground location exacerbate this concern, they are not its cause. Accordingly,-building conb
dence in IranOs intention to stay in the NPT must be addressed as part of a wider political process. In general
there is little that the Otechnical® measures considered in this paper can do in this regard.

One possible exception is the idea that Iran could Oenshrine® the NPT in its national law, for example, by
making IranOs membership of the NPT a constitutional obligation or by renouncing its article X right to with
draw from the NPT. # is measure would not be a replacement for broader political conbPdence building,
but it might contribute to it by Oraising the barO for Iran to leave the NPT. Its value depends, in part at least,
on a legal analysis of how hard it would be for Iran to reverse this measureNsomething that is beyond the scope
of this paper. Nevertheless, it is certainly an idea that merits further consideration.

While it is not possible, within the scope of this paper, to present a comprehensive list of measures to increase
trust in IranOs intention to stay in the NPT, it would be useful, at least, to assess the likelihood of Iran not
doing so. An analysis of which of the measures presented in this study should be prioritized, which the con
clusions to this paper attempts, requires an assessment of the relative likelihood of Iran manufacturing nuclear
weapons by diverting material from declared facilitiesNby sneak-out or by breakout. It is our conclusion that
if Iran attempts to manufacture nuclear weapons it is unlikely to do so through #res&@ue two reasons
for this.

First, an Iranian decision to leave the NPT at the moment would almost certainly be met with robust pre
ventative action, especially if it were coupled with evidence of an active Iranian nuclear weapons programme.
It is likely that the United States would take military action against Iran, probably in the form of air-strikes
against both nuclear and conventional military targets. Moreover, because renouncing the NPT would send
out a clear signal that Iran intended to develop nuclear weapons, it is possible that such a response would be
supported by a number of other states.



Regardless of the rights and wrongs of such military action under international law, its threat is likely t6(1) be
a strong deterrent to a state considering whether to develop nuclear weapons by breaking out of the NPT. In
its determination of whether to do so the state would have to calculate whether it could succeed in manufac
turing its Prst nuclear weapon before the commencement of military action.

I is hypothetical scenario can be explored further in the case of Iran by estimating the likely time required
to manufacture a nuclear weapon. If Iran were to leave the NPT with the intention of developing Ruclear weap
ons, it would almost certainly attempt to produce HEU for use in such weapons in its declaréd facilities.
Starting from NUF; it would take over two years for the PFEP to produce enough HEU for a“edgpon.
would allow ample time for military actibne time to produce HEU could be reduced either by using LEUF
feedstock in the PFEP (which would shorten it to afbumdnths)? or by using &" -machine cascade in
the FEP (which would reduce it to aropnabnths if starting from NUJer &months starting from LEUF
Given that air-strikes can be arranged in weeksNor even daysNthere would still be enough time-for preventa
tive action to be taken. However, even though the risk of breakout remains small in absolute terms, if Iran had
a stockpile of LEU to hand, or if the brst module of the FEP were completed, it might well feel more inclined
to risk leaving the NPT. is underlines the importance of Iran terminating construction of the FEP (proposal
1.$) and, if Iran does continue to enrich in the PFEP, of all |igiifg sent to a third party for fuel fabrication
to prevent the build up of an LEU stockpile (see progsal I.

A second, subsidiary, argument for why breakout is unlikely is thatNin stark contrast to North Korea, the
only state thus far to have left the NPTNIran does not court international isolation. As well as being a state
party to the NPT, it has also signed and ratibed both the CW)@%aBablogical Weapons Convention. Iran
has lobbied hard to gain support during the current steemtddo try to prevent the UN Security Council
from passing resolutions against it. If Iran were to develop a nuclear weapon, it might well seek to do so in
secret and then present its nuclear status as a fait accompli. In so doing, Iran would hope that other states
would feel they had little choice but to deal with it on that basis. However, if Iran were to leave the NPT before
developing a nuclear weapon, there would be a greater chance that other states would attempt to pressure it intc
desisting. It is important not to push this argument too far. After all, if Iran is developing nuclear weapons, it
is clearly willing to risk international opprobrium. Nevertheless, it is reasonable to suggest that Iran will attempt
to mitigate the consequences of it doing so.
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Part V: Co-operative CBMs

Steering committee

Any conbdence-building process with Iran would certainly benebt from a steering committee to oversee it and
provide a forum for discussion. A legal analysis of how such a steering committee would function and what
its remit should be is beyond the scope of this paper but is considered in detail in the accompanying VERTIC
publication’.’

Nuclear Co-operation

Assisting Iran to develop civilian nuclear technology has always been an elemefioapprddh to bnd

ing a diplomatic settlement with Ifainitially, the United States opposed any kind of nuclear power programme
in Iran but, by ear86&&'lt had dropped its objections to Iranian acquisition of LWR technolegyost

recent proposal made to Iran by tetfpresented in Jub&&&R( ers it ceoperation with waste manage
ment and the development of LWR technology as well as a guaranteed fhel suppdcibcs of a possible
fuel guarantee arrangement are discussed in the sectionibedeation outlines how Iran stands to gain in
general from nuclear co-operation.

Iran has ambitious plans to expand its civilian reactor prografaingplement them it faces at least Pve
challengesNall of which could be mitigated by international assistance. First, IranOs current uranium mining
capacity is extremely limited. Its two existing mines can ptadlifge Because of the inevitable losses from
centrifuging, this amounts to only about one-third of BushehrOs annual fuel requirements. Unless Iran can
quickly commission a new mineNor signibcantly increase the output from existing minesNit will be reliant
on foreign uranium to fuel Bushehr or any other reactor.

Second, IranOs uranium resources appear tb tieitiso support its proposed reactor expansion programme.

If Iran expands its reactor programme as planned, the authorsO estimate is that its uranium resources ar
likely to run out some time betwé&é&'bnd%&!$Unless Iran discovers signibcant new uranium reserves,
its reliance on foreign uranium will only increase. Co-operation with major uranium supplying nations, there



fore, appears to be important to the development of nuclear power in Iran. In particular, a robust fuel guarantee
arrangement could significantly enhance the viability of Iran’s civil nuclear power programme.

I' e third challenge Iran faces is its lack of enrichment capacity. Even if Iran were to complete the FEP, it
appears that it would still not have enough separative capacity to fuel Bushehr. If the FEP is to be used to
manufacture "# tU/yr of " .$per cent enriched UF, from &##U/yr of NUF, (the design capacity of the UCF),
a tail assay of #.&per cent would be required. In turn, this would require centrifuges capable of producing
"." kgSWU/yr (assuming the facility consists of $#### centrifuges). ! is is an extremely high value for a P(
centrifuge, and to date it seems that Iran has only operated its machines at less than half this value.® Once again,
international co-operation is likely to benefit Iran.

Fourth, if relations with the E"+" were to break down to the point where Russia refused to supply reactor
fuel—as it appears they might already have done—Iran would be confronted with the additional challenge of
manufacturing its own fuel for the BNPP. Reactor fuel for the VVER-(###is a proprietary Russian technology.
Without Russian assistance it would be both di* cult and time-consuming for Iran to design and then master
the fabrication technology for this kind of fuel.

Finally, co-operation is also likely to benefit Iran in building its planned reactor fleet. Although Iran could
design and build its own reactors, this would certainly prove di* cult and expensive. It is likely to be both quicker

and cheaper for Iran to buy foreign-made ‘turn-key’ reactors.

Fuel supply guarantee

Fuel supply guarantees have been the subject of intense discussion recently and a number of proposals have

been put forward.*"!

ese range from a physical bank of UF, to co-ownership of a multinational facility. Any
of these proposals could be used as the basis for an agreement with Iran. However, given that Iran’s specific
fuel requirements are known, it could also be argued that a stockpile of prefabricated fuel for the BNPP might
be the optimum solution. Irrespective of the basic model chosen, however, there are a number challenges to
formulating an agreement that would have to be overcome.

All fuel supply arrangements come with conditions stipulating the circumstances under which the fuel can
be used.! e potential for disagreement lies with the stipulations relating to non-proliferation. In the first place
it is necessary to specify which legal instruments Iran must have adopted. ! ree requirements in this regard
are likely to be relatively uncontroversial: (a) Iran continues to be a party to the NPT and does not announce its

intention to withdraw; (b) it continues to have a comprehensive safeguards agreement in force; and (c) it ratifies

an additional protocol.
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The controversy starts with the question of whether an additional legal instrument is necessary to govern
the facility in which the fuel is to be usBgkre is an argument that the fuel should only be transferred
subject to an INFCIRG5-type agreement that would only be Oactivated if Iran were to withdraw from the
NPT.* INFCIRC/66-safeguards apply to individual facilities and were developed before the NRT was con
cluded, and at a time when the IAEAOs responsibilities were limited to safeguarding particular facilities at the
behest of member states (they are still in use today in states that are not party to the NPT). Crucially, an
INFCIRC/66 agreement would remain binding if Iran were to withdraw from th&8NPd.is no precedent
for applying an INFCIR@6 agreement to a facility in a state with a Comprehensive Safeguards Agreement
in force. It is designed to try to prevent a state from legally withdrawing from the NPT, ending iNFCIRC/
safeguards and using internationally supplied fuel in a nuclear weapons programme.

Extra requirements are also needed to ensure that Iran is in compliance with any safeguards agreements tc
which it is subject. It would befitiult to formulate these requirements in a way that is acceptable to both
Iran and the &+3. For instance, there is the question of whether the guarantee would become void if serious
unresolved questions about Iran were pending for a certain amount of time, or if it would be necessary for the
Board of Governors to make a formal Pnding of non-comgtidiheez+3 would be likely to support the
prst formulation and Iran the latfBren there is the question of whether it would be necessary for the IAEA
to have drawn its broader conclusion about the absence of undeclared nuclear activities in Iran.

A physical fuel bank, if that is the chosen model, requires a host, a source of funding andNif it is a bank of
LEUF Na fuel fabrication arrangement. Moreover, the owner of the fuel need not be the state that hosts the
store. Iran would, presumably, like to host the store itself but that is unlikely to be acceptabie Thehe E
obvious host is Russia but that may not be acceptable to Iran because there is little point in Iran using its
primary supplier as a back-up. Hosting it in the EU is a possibility, but it is unclear whether that would be
acceptable to Iran (even if the fuel was owned by the IAEA and the EU had granted a generic export licence,
Iran might still believe that the EU would refuse permission to ship the fuel). It might be possible for a Oneutral®
country such as Switzerland or Brazil to host the store, but it seems highly unlikely that such a state would
agree to be involved. China is yet another possible candidate, although it is far from clear whether that would
be acceptable to either Iran or the remainder ofthe E

The question of ownership is perhaps easier to resolve. In this case the obvious choice, the IAEA itself, is
also arguably the best choice since it is the IAEA that is likely to be given the task of deciding whether the
conditions for using the fuel have been met. Iran may, however, be uncomfortable with such a high level of
IAEA involvement in the process. If the bank consists of tdthit than prefabricated fuel then the issue



of where the fuel should be fabricated arises. In fact, there is only onehepion facility outside Russia
that is licensed to manufacture VMB& fuel is located in SpaihBasing the guarantee on a single facility
does weaken itNafter all, the Spanish facility may not have the capacity to produce the fuel when needed.
This could be circumvented by having bank of prefabricated fuel.

Realistically, the only source of funding for a fuel bank for Iran (as opposed to a more general scheme) would
be some or all of the states in tjig.RAlthough the start-up costs would be largeNmaybg Wsllion
for the two reloads that would be needed in this circumstanceNthese could probably be recouped by selling
the fuel once the bank was no longer required. In summary, a fuel supply guaranteeNalthough highly desirable
in theoryNmay prove @icult to negotiate in practickhis is not a reason for not attempting to do soNa
fuel supply guarantee could be a useful CBMNbut recognition that if agreement is reached it is more likely
to be an indicator of progress than a catalyst.

The Open Skies Treaty
Theigg2 Open Skies Treaty permits states parties to conduct observation Rights over one anotherOs territory.
Unlike almost every other inspection regime, it is not designed to verify compliance with any one particular
treaty. Instead, it is a more general measure intended to build trust through greater transparency. States may usi
the data obtained from an overf3ight for any purpose, including the veribcation of arms control agreements. To
date 34 states have ratibed the tréafjie treaty is operative in North America, Europe and much of Asia: the
so-called Vancouver to Vladivostok dteaconduct and number of Bights is specibed in detail by the terms
of the treaty. Of particular relevance here is the provision that the only valid reason for denying an overf3ight is
safety; states may not invoke national security concerns to prevent a RBight passing over a sé&nsitive facility.
The use of overights in Iran to verify the absence of clandestine nuclear activities is discussed above (pro
posal lll2). One possible way to facilitate such Rights would be for Iran to accede to the Open Skies Treaty.
This is permitted pursuant to article XF. the treaty, which states that Othe Open Skies Consultative Com
mission may consider the accession to this Treaty of any State which, in the judgement of the Commission,
is able and willing to contribute to the objectives of this TreatyO. Such a decision would require unanimous
agreement from the Open Skies Consultative Commission (O&€&€)are a number of advantages and
disadvantages to Iran acceding to the Open Skies Treaty compared to peg@obadhtdral agreement
between Iran and the IAEA which would permit over3ights to be conducted in Iran for the purpose of verifying
the absence of clandestine nuclear activities.
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I e brst advantage of the Open Skies Treaty is reciprocity; it would not only permit observation RBights to be
conducted over Iran, but also permit Iran to conduct observation Bights over the territory of any other state
party, including all the"E' except Chind. is arrangement is therefore likely to be more palatable to Iran
than one in which it is obliged to accept overfRights but has no right to conduct them. A second advantage is
that, from a political perspective, it is likely to be harder for Iran to withdraw from the Open Skies Treaty than
a bilateral arrangement. Relations between Iran and the IAEA have become increasingly tense over the pas
three years. In particular, Iran has implied that the IAEA has singled it out for unfair tfélate&ht’
may well believe, therefore, that Iran would be more likely to break a bilateral agreement with the IAEA than
a multinational treaty concluded witother states.

On the other hand, the Open Skies Treaty does place greater limits than pi&poghelhange of sen
sors that may be placed on board aircraft. Although the Open Skies Treaty allows a range of electromagnetic
sensors to be deploy&dt,does not permit the use of air samplingNone of the main advantages of proposal
lll.& ! ere is therefore an important trafldeobe made. From a purely technical point of view, the Open
Skies Treaty is a leésdive transparency measure than propo&at Ilould, however, be harder for Iran
to withdraw from the Open Skies Treaty than to renounce propésal Ill.

One Pnal consideration is the& that Iran could have on the treaty redineeOSCC plays an impor
tant role in regulating the day-to-day workings of the treaty. All decisions made by it have to be’tinanimous.
Any country, therefore, has the potential to act as a OspoilerQ by preventing the OSCC from making decisionsN
in order to damage the treaty regime. For this reason, states parties would have to be convinced that Iran was
willing to work towards the good of the treaty as a whole before allowing it to accede.

Scientific exchanges

Exchanges of personnel have been a feature of a number of successful conbdence- buiftlingipeeeesses.
processes, where the cause of mistrust has typically been conventional fotceststamasnailitary cadets

who were chosen for exchange. Given the cause of tension between Irdr'dahchdiek sense to exchange

not military personnel but scientists. Areas for co-operation could be identibed by the consultative committee
but, in principle, there seems to be no reason why exchanges could not take place in any non-military peld,
including peaceful nuclear research, except for those in which Iranian scientists would gain knowledge that
would be useful for designing nuclear weapons or conducting a clandestine fuel cycle programme (e.g. shock
wave compression physics or centrifuge design). Scientibc exchanges have occasionally been an element
conbdence-building processes in the past, most notably the BrazilianDArgenfine process.
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Scientibc exchanges aim to promote trust by enhancing transparency in scientibceistactin

the short term will be minimal. Since weapons-related research would almost certainly be undertaken in secret,
the presence of foreign scientists at Iranian research institutions would provide little reassurance that IranOs
nuclear programme was exclusively peaceful in nature. More important would be some of the lorg-term conse
guences. Scientibc exchanges could, over time, help to promote transparency and a culture of openness in Irania
scientibc research. Moreover, the personal links built between Iranian and international scientists could only
be benebcial for long-term relations.

Iran may Pnd this measure not only palatable but perhaps even desirable. Like the Open Skies Treaty, this
is a reciprocal measure. Iranian scientists would have the opportunity to work abroad and would benebt from
doing soNandothsides would benepbt from scientibPc exchanges. In addition, international co-operation is
integral to modern science and this measure would not Osingle outO Iran in any way. In fact, it would do the
opposite: it would recognize that which Iranian science has &mo hence enhance IranOs prestige.
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Table! Summary of confidence-building and transparency measures

Proposal | Proposal name Cost of Increasein | package A package B
number implementation | confidence

1%
1T
1R
#
I$
11%
&
I
11
1)
1
e
g
s
1%

Immediate suspension of all enrichment-related activities
(as well as a continuation of the suspension of reprocessing
activities)

Immediate suspension of the heavy water reactor programme

Provision of sufficient access to and co-operation with the
IAEA so that it is able to verify these suspensions and resolve
any outstanding questions about IranOs nuclear programme.

Implementation and ratification of an additional protocol

Termination of the HWR programme Low
Termination of construction of the FEP Low
Termination of the LWR fuel fabrication programaove
Termination of the uranium metal production linesat the UCF
Long-term suspension of enrichment and convéxsion
Physical containment measures at mines and riitgh
Material accountancy at mines and mills High
Moving the starting point of safeguards upstredvredium
Increased information about IAEA safeguards Low
Definition of significant quantity lowered Low
Timeliness detection goal lowered Medium
Detection probability increased Low
Facilitation of short-notice inspections Medium
Enhanced safeguards on enrichment Medium
Wide area environmental monitoring High
Overflights High

Development of a protocol for special inspectionsw
Interviews with Iranian scientists and officials Low

Verification of centrifuge production and the diddexiure of
sensitive industrial and scientific projects

* Unless suspension is phased, in which case low.

High
High
Medium
High
High*
Low
Low
High
Medium
Low
High
Low
High
Medium
Medium
Low
High
Medium

High

x

X
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Conclusions

What measures should be prioritized?

A summary of all the transparency measures and CBMs discussed in this paper is presénfad/in table
agreement between Iran and theé Eould not include every, or even most, of the measures outlined. Even
apart from the fact that some proposals are mutually exclusive, there is a limit to the number and intrusive
ness of the transparency measures and CBMs that Iran might be willing to accept. What &htiéd the E
priorities be?

From the E+'Os point of view, a necessaryNbut #atisntNcondition for an agreement would be full
adherence to and fulbPIment of UN Security Council resolfte®™ and$'(' and, inter alia: (@n
immediate suspension of all enrichment-related activities, as well as a continuation of the suspension of repro
cessing activities; @) immediate suspension of the heavy water reactor programmteapcb{esion of
SUf cient access to and co-operation with the IAEA to enable it to verify these suspensions and resolve any out
standing questions about IranOs nuclear programme.

In addition, if Iran is to restart sensitive nuclear activities after it has come into compliance with the reso
lutions, itis also very likely that tHie'Bwill insist on: (afermination of the heavy water reactor programme
(proposal §; (b) termination of construction of the FEP (propopakind (cjmplementation and ratibca
tion of an additional protocol.

* ese requirements go further than Security Council Res®lUutidnis resolution requires the suspen
sion, rather than the termination, of IranOs HWR programme and of the construction of the FEP. In addition,
itis debatable whether the resolutionOs call for Iran to ratify an additional protocol is a legally binding demand
or a Opolitical requéstO.

By themselves these measures are probably not enough to rebuild completely the international communityOs
trust in IranOs intentions and actions. In analysing which other measures are most desirable, it is useful to
think about the comparative likelihood efdéent proliferation scenarios. As is outlined in the introduction
to this paper, there are three general routes by which a state can manufacture pssile material for use in a nucle:



weapons programme: diversion from declared facilities, sneak-out and breakout. On the basis of the analysis
presented in parts Il and Il of this paper, the authors argue that, even with an additional protocol in force, there

is a higher probability that Iran would be caught diverting material from a declared facility than building a
clandestine one. As is discussed in part IV, the authors also argue that it is very unlikely that Iran would leave
the NPT before it had manufactured a nuclear weBgoefore, it is VERTICOs conclusion that, in the case

of Iran, sneak-out poses the most signibcant risk. For this reason, the measures outlined in part llINthose to
detect clandestine activitiesNshould be prioritized.

Much emphasis is often placed on achieving a permanent cessation of all enrichment activities in Iran. From
the perspective of conbdence building it would be most desirable if Iran were willing to accept this as well as
additional measures to detect undeclared facilities. However, it is likely that compromise will be required as
part of a negotiated solution. In this case it may become necessary to choose between these two sets of measur
It is VERTICOs conclusion that, given this choice, measures to enhance the detection of clandestine facilities
will be more fective in curtailing IranOs ability to develop nuclear weapons, if it wishes to do so. Our reasoning
can be illustrated by reviewing the two OpackagesO of proposals outliriBiekire tatseof course, many other
possible combinations. Some would be rfiectiee at building conbdence than those highlighted, and others
less so. Packages A and B are representative examples that are useful for comparison purposes. Both include 1
measures identiPed above as being central to any agreement. In addition, package A includes a permanent cess
tion of enrichment activities but little in the way of additional measures to detect clandestine activities. In con
trast, package B focuses on the detection of clandestine activities and does not include a permanent cessation ¢
enrichment. It is useful to examine how both packages perform under each of the three proliferation scenarios.

Diversion from declared facilities

From the point of view of diversion from declared facilities, package A is preferable to package BNbut only
slightly. Package A involves a cessation of all enrichment activities. Package B permits enrichment on a pilot
scale. Package B presents an option for diversion, therefore, that does not exist under Package A. It seem
extremely unlikely, however, that Iran could successfully divert material from the PFEP.

The PFEP is very small in comparison with many other facilities that the IAEA safeguards. It is capable of
producing only aboutsoo kgSWU/yr. IAEA safeguards are designed for facilities which have separative
capacities oveboo times largeflhere is legitimate doubt about whether the IAEA can meet the quantity
component of its safeguards goal in those very large enrichmefihplaentsight to be much less doubt
about whether it can successfully safeguard very small facilities such as the PFEP. We estimate that the IAE/
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has &" per cent chance of detecting a diversio# ké*l) from the PFEP (see ta$j)leEven if this Pgure

is wrongNand we have underestimated it by a factdrssfyNit would still be smaller than the quantity
component of the IAEAOs inspection goal by about the same factor.

Sneak-out

Packages A and B aim to prevent sneak-ouereiliways. Package A, by stopping declared enrichment, seeks

to deny Iran knowledge and expertise that would be useful in conducting a clandestine programme. Package
B puts in place measures that would enhance the IAEAOs ability to detect clandestine facilities.

At the time of writing, Iran has not perfected enrichment technology. Although it has instaf&d about
centrifuges at the FEP, it is not clear whether it can operate them without crashing for periods of time long
enough to enrich §wcient uranium for a nuclear weapon. However, the knowledge that Iran does have would
be ample for starting a clandestine programme. Overcoming the renfatuitigslrequires only time and
could be done just as well in a secret facility as in a declared one. Package A, in denying Iran-a declared pro
gramme, would delay a clandestine programme while Iran built a secret facility and installed centrifuges, but
it would not prevent one entirely. Because a clandestine facility need only be $talldengrifuges),
this delay might only amount to a yea&nonths. Moreover, the longer the dispute continues and the
closer Iran comes to Omastering® centrifuge technology, the easier it will be for Iran to put a clandestine facilit
into operation, thus reducing thesetiveness of package A.

It is important not to downplay the challenges associated with detecting clandestine nuclear activities using
the methods advocated in package BNespecially when it comes to detecting an enrichment plant. However,
a clandestine programme needsfédestock and that presents an opportunity for detection. Should Iran
build a clandestine enrichment plant it would have three options for supplying it with UF

& Divert UF, from the UCF or the PFEP;

#. Build a clandestine conversion facility and feed that with material diverted from a declared mill;

$ Build a clandestine conversion plant and a clandestine mill and obtain the necessary ore from a declared
or clandestine mine.

Under package B (which includes propo$asdfeguards would be in place on the UOC produced by mills
(and at each subsequent stage of the fuel cycle). Becaustaoptidith involve diversion from a safe
guarded facility, the IAEAOs prospects for detecting a safeguards violation are §ooshl@gstian building
three clandestine facilities (a mill, a conversion plant and an enrichment facility). Presenting the IAEA with
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multiple targets for detection in this way signibcantly enhances the prospects of it detecting the programme.
In addition, package B is substantially strengthened by the inclusion of prepskalhiwould permit the
IAEA to verify the production of centrifuges.

Ultimately, there can be no guarantee that the IAEA could detect a clandestine nuclear programme by using
the methods suggested in package B. However, on balance, package B is likelyfechegeraidenying
Iran a clandestine programme than package A.

Breakout

Finally, there is the problem of breakout. Having left the NPT Iran could use a declared facility to produce
weapons-usable bssile material. Under package B, Iran would have the PFEP, which it could use to produce
HEU. This option is denied to it under packagéhat said, although the risk from the PFEP following
breakout cannot be ignored, it is limitége PFEP has a small separative capacity. Usings\leéédstock,

it would probably take the PFEP over two years to proficierstHEU for a weapofihis time could be

shortened by using LEU as feedstock, underlining the importance of Iran agreeing to all LEU produced in the
PFEP being sent abroad for fuel fabrication to avoid the build-up of an LEU stockpile. Moreover, the location

of the PFEP is well known and this would peffeite pre-emptive action. Package A is fiemtdve against

breakout than package B but, because the PFEPOs potential for breakout is so small, this advantage is sligr

Weighing it all up
Package A slightly outperforms package B should Iran leave the NPT or attempt to divert material from a
declared facility. On the other hand, B is better at denying Iran the ability to build clandestinéHacilities.
Pnal ingredient that needs to be considered is which route Iran is most likely to pursue if it decides to develop
nuclear weapons. In our opinion it is sneak-out that is most likely. Diversion from a declared facility seems
unlikely because of the risk of being caught. Similarly, as is discussed in part 1V, leaving the NPT also seems
unlikely because that would clearly signal IranOs intention to develop nuclear weaponsNsomething that it could
not accomplish before pre-emptive action had commenced. Sneak-out is, therefore, IranOs best option. Certainly
this was the conclusion that was reached in the past by Iraq and Libya. Overall, therefore, we conclude that
package B is the better option.

This analysis illustrates the general conclusion that enhanced measures to detect clandestine nuclear facilities a
more important than a long-term suspension of enrichment. It is, however, important to acknowledge the limita
tions associated with this kind of analysis. In negotiations betweenahd Ean, both sides would present



their own suggestions and ideas. Although the general conclusion reached in this paper may help guide their
construction, it is clearly not a substitute for the detailed analysis of the suggestions made by each side. For instance,
measures to enhance the IAEA’s ability to detect clandestine nuclear facilities would only be preferable to the long-
term suspension of enrichment if Iran were willing to accept enough of them. Indeed, it is hoped that the main

value of this paper lies not in its conclusions but in the ‘menu’ of options that it presents and analyses.

Known unknowns

I eanalysis presented in this paper is based solely on open source information. It is important to acknowledge,
therefore, that it is based on incomplete information. In particular, there at least two factors, details of which
are largely classified, that could alter its conclusions: the e" ectiveness of export controls and of national intel-

ligence assets.

Export controls

It is argued above that if Iran goes down the route of building a clandestine enrichment facility it could obtain
feedstock for that facility either from a clandestine conversion plant or by diverting material from a declared
facility. ! ere is, however, an alternative. Iran could attempt to purchase nuclear material from abroad. By
purchasing UE, Iran could obviate the need to build any additional clandestine facilities or divert from a
declared facility. ! is would remove the IAEA’s best opportunities for detecting a clandestine programme and
severely a" ect the e$ cacy of the measures proposed in package B. Based on the information available in the
public domain it is very hard to assess the ¢" ectiveness of existing export controls. It is therefore impossible to
make any determination about the possibility of Iran secretly purchasing nuclear material. ! e easier it is for

Iran to import nuclear material, however, the more the balance is tipped in favour of package A.

National intelligence assets

One of the IAEA’s most important means for obtaining evidence of clandestine nuclear activities is on the basis
of information provided by member states. It is clearly impossible for us to make any kind of determination
about the availability of national intelligence assets that could provide information about Iran. However, the
better the available sources of intelligence on Iran, the more chance there is of states being able to provide
the JAEA with information that could be useful in helping it to uncover a clandestine nuclear programme.
I e existence of high quality intelligence assets therefore increases the chance of detecting a clandestine pro-

gramme and consequently favours package B.
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Of course, no system of safeguards can be completely e! ective. With any set of additional transparency
measures in place there will always be some risk that Iran will successfully evade them and succeed in manu-
facturing a nuclear weapon. However, any policy option for Iran carries risks. It is beyond the scope of this
paper to compare the risks inherent in a continuation of sensitive nuclear activities in Iran under additional

safeguards to the risks presented by other options—but there is a clear need for this work to be done.
g p y P
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Appendix I: A technical overview of nuclear materials accountat

Appendix I gives a brief technical overview of the basic principles behind nuclear materials accountancy. Refer-
ences are provided to more complete accounts.” It is important to remember that material accountancy is only
one aspect of the IAEA’s safeguards system. Other aspects, which are particularly important under integrated
safeguards, are not discussed here.

$ ere are two components to the IAEA’s inspection goal: a timeliness component and a quantity component.
$ e timeliness detection goal—the target for the length of time required to detect a diversion—is set to about
one year for indirect use material, which includes all uranium with an enrichment level of below #%per cent."®
$ isvalue is chosen because it is broadly the same as the time that would be required to manufacture the metal-
lic components of a nuclear warhead from this material—the conversion time.

$ e quantity component of the inspection goal is defined in terms of an SQ, ‘the approximate amount of
nuclear material for which the possibility of manufacturing a nuclear explosive device cannot be excluded’.”
$ eamount of material in an SQ varies depending on the level of enrichment. It is "( kg"“U for LEU, #(kg"“U
for HEU, and !%tU for natural uranium.

Every nuclear facility is divided into one or more material balance areas. Every so often, typically about once
a year, a physical inventory is conducted by the plant operator to ascertain the amount of nuclear material
in each MBA. $ e time between physical inventories is called the material balance period. Over the course
of each material balance period, the operator measures all flows of nuclear material into and out of the MBA.
Assuming that the operator has not diverted any nuclear material then, in theory, the following condition

should be met
PB+X-Y-PE=%

In this equation PB and PE denote the amount of nuclear material present in the MBA at the beginning and
end of the balance period, respectively. $ e total quantity of material that is transferred into the MBA during

that period is given by X and the total quantity that is removed from it is given by Y. In reality, measurement
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errors, especially in bulk handling facilities, inevitably result in discrepancies between the amount of material
that is actually present in an MBA and the amount that ought to be there. ! e size of this discrepancy is

known as the material unaccounted for (MUF), which is formally defined as™®
MUEF =PB + X-Y - PE.

I' e IAEA conducts various types of inspection to verify the operator’s declarations. ! e most important of
these is a physical inventory verification—an inspection to verify the results of the operator’s physical inven-
tory taking.

At a basic level, the challenge for the IAEA is to determine whether MUF has been caused by the diversion
of nuclear material or by measurement errors. To do this, the IAEA calculates the error in its estimate of MUFE,

SMUF).**

It is useful to sketch out, in rough conceptual terms, the reason why SMUF) is helpful in determining
whether a diversion has taken place. If MUF is found to be much smaller than SMUF) the measurement is
‘within the margin of error’ and there is no evidence that a diversion of nuclear material has taken place. If,
on the other hand, MUF is much larger than SMUF) then the measurement is statistically significant and
there are grounds to investigate further. It is important to remember that the IAEA’s safeguards goal is to detect
the diversion of one SQ. For it to achieve this SMUF) must be no bigger than roughly one SQ.

I' e formal mathematics are as follows: | ¢ IAEA aims to detect a diversion of one SQ with a probability
of "-B! e parameter Bis normally set to &", that is, the IAEA aims to have a '& per cent chance of detecting
a diversion.

I ere is also a chance that the IAEA will detect a diversion when there has been none. ! is ‘false alarm’
probability, A is typically set to &&$to minimize the number of false alarms. With these values of Aand B
it can be shown that: (a) MUF should be considered statistically significant when it is larger than ".%(SMUF);
and (b) for the IAEA to meet its safeguards goal SMUF) must be smaller than SQ/).' [
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Appendix Il: Calculation(etfUF) for a uranium mine

In this calculation it is assumed that there is one material balance area inside a uranium mine: the storage ares
where ore is kept before it is transported to & neilamount of ore in this area during a physical inventory is

likely to be small compared to the total Row through the area and can be heglawéstial unaccounted

for is therefore given by MUF=X-Y, where X denotes the total material ow into the MBA and Y is the total
Bow out of it. Since each of these quantities is approximately equal then

IMUF) = " §X).

I e total mass of ore produced each day is denoted Bré/are three causes of uncertainty in measur
ing the mass of uranium in a batch of this size: the uncertainty in measuring the total mass of the batch, the
uncertainty in sampling and the uncertainty in determining the uranium concentration. According to the
International Target Values the uncertainty is dominated by the samplirigF&prgvhich is two orders
of magnitude larger than either of the other éffbre uncertainty in the uranium content of each batch
is therefore given by)ND Since there are X/M batches, and the measurement on each is independent then
the standard deviation in MUF is given by

SMUF) = /% R

If a material balance is closed once every six months&te$hXfor Saghand and X$$$t for Gechine.
If the mine is functioning fét*$#lays over that period then 8%t for Saghand and M3t for Gchine.
I ese values give the results quoted in the main text (rounded to th&mearest
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Appendix llI: Calculation of ! (MUF) for the process area of the PFEP
This appendix presents one of the calculations used to genesatstahlexample of the general method
employed. Because of its importance, the process area of the PFEP has been chosen.

Given the small throughput of the PEEPY/yr of UF (s tU/yr), it seems unlikely that NUwould be
stored ing8Y cylinders (the usual cylinder for transporting Nditch can hold up tq t of material). Instead,
itis assumed that NUIs fed into the cascade using cylinders hoeldofdJF . In this case, eight reloadings
would take place between PIVs.

Tabl@ Error components in estimating uranium-!"#abundance

Natural uraniu#) ( Low enriched uranpam ( Depleted uraniu) (

R B W e e
Mass EBAL S$# S$# S$# S$# S$# S$#
Sampling $% ND $% ND % ND
Abundance  GSMS $% $% S$# S$# $% $%

NoteAll errors are expressed as percentages. EBAL=electronic balance. GSMS=gas source mass spectrometry. ND=not determined (taken as $.

The errors associated with estimating the uranium content of a cylinder are showmi taldeaken
from the International Target Valueso (assuming that the most accurate techniques available are used).
Adding the errors for natural uranium in quadrature gives a totaleromear cent for the uranium content
of a feed cylinder. Since measurements on each cylinder are independent, the total uncertainty in the uranium
feed is

1 tUF, x 0.187% x 8 =0.00529 tUF..

I00

At enrichment 06.711 per cent this is equivalenbto2s6 kg*U.



By a similar method the uncertainty in the uranium content of the product and tails is found to be
LIS kg™ and ! 1&$" kg™, respectively, where it is assumed that the product is enriched to %#per cent
and held in cylinders containing ! ." t of UF and that the tails are depleted to ! .) per cent and held in cylinders
holding " ¢ of UF . Given that the in-process inventory of the PFEP can be neglected, 6(MUF)=! .1&&* kg™
can be found by adding in quadrature the error components from the feed, product and tails. As is outlined
in appendix I, the minimum size of a diversion that the IAEA can detect with "! per cent confidence, +, is
equal to $.", 6(MUEF). In this case + is found to be ! .$$(kg. Because this calculation is rather approximate

the figures for + in table $are given to one significant figure.
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containment and surveillance and at the next PIV it is discovered that
there has been a diversion, it would be very likely that it occurred while
the material was outside IAEA control. Indeed, on one occasion the
IAEA did lose continuity of knowledge of a 48X UF_ cylinder in Iran
(see GOV/2006/53, para. 19), although there is no evidence that a
diversion took place on that occasion. There is, however, an important
difference between ascertaining when a diversion took place and pro-
viding timely warning of the fact.

GOV/2007/8, para. s.

Enriching uranium would be, by far, the most time-consuming step
for a proliferator that had already manufactured all of the non-nuclear
components of a weapon and had also acquired the technology neces-
sary for fabricating its pit. A clandestine enrichment facility capable
of producing 6000 kgSWU/yr with a tail assay of 0.3 per cent could
produce 20 kg™U of 93 per cent enriched HEU in about 260 days.
This is a ‘worst case’ estimate but not an unreasonable one. This time
would shorten to about 90 days by using 3.5 per cent enriched LEU
(i.e. material from the PFEP). This is, however, not really a plausible
diversion scenario (provided that Iran is not permitted to build up an
LEU stockpile) because it would require almost 5 t of LEUF, (six or
seven times the annual production capacity of the PFEP).

Or, to be absolutely correct, its estimate of SMUF-D) would be reduced.
See appendix 1.

International Atomic Energy Agency, IAEA Safeguards Glogsasyjo.6.
For a description of the procedure for calculating the required number
of items for verification see IAEA Safeguards Glospary,10.8.
Russell Leslie, Annette Berriman and John Carlson, ‘Are randomized
inspections at Pu or HEU storage facilities sufficiently effective under
integrated safeguards?’, Annual Meeting of the Institute of Nuclear

Materials Management, Phoenix, July 2005, www.asno.dfat.gov.au/
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publications/inmm200s_udu_and_snri.pdf. Although this paper dis-
cusses SNRIs in the context of unirradiated direct use material storage
facilities, the principles it outlines are more generally applicable.

See footnote 8.

An enrichment facility with a capacity of 2,000,000 kgSWU/yr can
produce about 530,000 t of 3.5 per cent enriched UF, per year with the
tail assay set to 0.2 per cent.

Hexapartite Safeguards are designed to provide greater assurance about
the operation of GCEPs than INFCIRC/153 would do alone while
ensuring that commercially sensitive information is respected. Their
central feature is that they permit inspections in the cascade hall under
an arrangement known as limited frequency unannounced access (LFUA).
Following an LFUA request, inspectors must be granted access into
the cascade hall within two hours. During an inspection they are escorted
and walk along predetermined paths. In order to ensure that the cascade
has not been reconfigured to produce HEU, they may compare the
cascade configuration to photographs, take environmental samples
and verify enrichment levels by using a hand-held monitor. Australia,
Japan, the US, Euratom, Urenco and the IAEA were participants in
the project. Ultimately, however, only Urenco and Japan built GCEPs.
The US and France are now in the process of following suit. K. Naito,
“The Hexapartite Safeguards Project: a retrospective’, Symposium on
international safeguards: Addressing verification challenges, Vienna,

TAEA-CN-148/97, 16—20 October 2005; US Office of Technology

Assessment, Nuclear Safeguards and the International Atomic Energy

AgencypTA-ISS-615, US Government Printing Office, Washington,
DC, April 1995, www.wws.princeton.edu/ota/disk1/1995/9530/9530.PDE,
pp. 71-72.

W. Bush, D. Langlands, N. Tuley and J. Cooley, ‘Model safeguards
approach for gas centrifuge enrichment plants’, Symposium on inter-
national safeguards: Addressing verification challenges, Vienna, IAEA-
CN-148/98, 16—20 October 200s.

See footnote 8s.

Just as it is possible to account for all the material flowing through an
enrichment facility by performing a material balance, so all the separa-
tive work units produced by a GCEP can, in theory, be accounted for
by performing a SWU balance.

This is a plausible scenario because, although LEU is not directly usable
in weapons, using it as feedstock for an enrichment plant significantly
shortens the time required to produce HEU. See footnote 78.
GOV/2006/53, para. 6.

GOV/2007/8, para. 4.

Bush, Langlands, Tuley and Cooley.
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LFUA and the use of visual observation to verify that GCEPs have$ot
been reconbgured are starting to go out of fashion because offthe
complexity of many modern facilities (plants with a capacity )t
#5$$$$$ kgSWU/yr are currently planned in France and the US).
However, both the FEP and PFEP are so small by this standard that
visual observations should still%eztve.

GOV/"$$' /(, paras.B .

UN Security Council Resoluti9'&', para(.

Chitumbo, Robb and Hilliard.

Chitumbo, Robb and Hilliard, pg)B¥#".

To the best of our knowledge, there has not been any discussion in the
open source literature about the use of environmental sampling to
detect uranium mines. Presumably the reason for this is that unenriched
uraniumNthe most obvious indicator of a uranium mineNis, in
general, not a good indicator of nuclear activity (since the uranium back
ground is high and variable). However, there are reasons to suppose that

Victor Bragin, John Carlson and Russell Leslie, OIntegrated safeguards:detecting uranium mines via environmental sampling might be feasible.

Status and trendsﬁnproliferation Revigwl, (, no.","$3$), www.cns.
miis.edu/pubs/npr/v8(/(" /(" bragin.pdf, pp)$"D))$.

Emissions from a uranium mine will be much larger than from any
other kind of nuclear facility. Environmental uranium levels around a

John Carlson and Russell Leslie, OSpecial inspections revisited®, Annuahine might, therefore, mauchhigher than the background level.

Meeting of the Institute of Nuclear Materials Management, Phoenix,
)$D)# July "$$*, www.asno.dfat.gov.au/publications/ini$®t_
special_inspections.pdf.

David FischeHlistory of the International Atomic Energy Agency,
national Atomic Energy Agency, VienHa,, pp."(( D'#.

Moreover, emissions from a mine will also include other non-nuclear
chemicals used in the mining and milling processe materials might

also be detectable and could provide corroborating evidence. Developing
a WAEM system to detect uranium mines, if it is feasible, is likely to
take considerable time and is therefore not considered further in this

Bragin, Carlson and Leslie, Olntegrated safeguards: Status and trends(aper.

Bragin, Carlson and Leslie, Olmplementation of the additional protgj®l:
Veribcation activities at uranium mines and milis(aoint is discussed
above with reference to the relevance of the additional protoeol to un
declared mining and milling.

Hassan Rohani, OBeyond the challenges facing Iran and the-IAEA)yon
cerning the nuclear dossierO, undated reréspiembei$s$],
www.armscontrolwonk.com/ple_downl|&sd/ n"
Mark Hibbs, OUS briefed suppliers group in October on suspep)&d
Iranian enrichment plant@l,clear Fuelol." , no."+,"&December ))#
"$$°, p.).

International Atomic Energy Agency, Olmplementation of the NPT Safe
guards Agreement in the Islamic Republic of IranO$3&V& "+
August"$$& www.iaea.org/Publications/Documents/BO&a& )*
gov$$&+&pdf, para)(; GOV/'$$&™* , para&"

International Atomic Energy Agency, Olmplementation of the NPT Safe
guards Agreement in the Islamic Republic of IranO$S@W, N+
February$$+, www.iaea.org/Publications/Documents/Btgd/ )’
gov$$+)*.pdf, para&(

K. Chitumbo, S. Robb and J. Hilliard, OUse of commercial satellite imag

R. Scott Kemp, Olnitial analysis of the detectability, Bfdgé@sols
produced by UFeleased from clandestine uranium conversion plantsO,
preprint, "& August"$$+, www.princeton.edu/~rskemp/KEMP-
Detection_Clandestine_Enrichment_Conversion.pdf.

Kemp, Olnitial analysis of the detectability ¢ @€rosols produced

by UF released from clandestine uranium conversion plantsO.
Chitumbo, Robb and Hilliard, pp&##

Chitumbo, Robb and Hilliard, #&

Kenneth W. Nicholson, OPractical application of wide area-environ
mental sampling for the detection of undeclared nuclear actiitiesO,
ESARDA Annual Meeting, DresdéB)," May"$$$, http://esarda
jrc.it/db_proceeding/mble/f$$$_Dresden(-+.pdf.

Hui Zhang, OUses of commercial satellite imagery in FMCT veribcationO,
Nonproliferation Revigal,' , no.", www.cns.miis.edu/pubs/npr/dl

" " zhang.pdf, pp"'$D)&*

Chitumbo, Robb and Hilliard, g*

N. A. Wogman, RW. Perkins and Q. Holden, OEnvironmental sam

pling and analysis as a safeguards toolO, International Safeguards Meeting,
Vienna, Marchi!# , www.osti.gov/bridge/serviets/p&tit(&+4WO" /

ery in strengthening IAEA safeguardsO in Bhupendra Jasani and Gotthard )&!#(&PDF.

Stein (edsfommercial Satellite Imagery: A Tactic in Nuclear Weapon Déter
renceSpringer-Verlag, Berlitg$", p.#).

Leslie, Riggs, Bragin, Bob Truong, Neville and Staenz.

See, for example, OECD NEA and the IABAniumzoos: Resources,
Production and Demapd;$+.

Ken W. Nicholson, OEnvironmental signatures of undeclared nuclear
facilities and their detection®, ESARDA Workshop @istérus of
measurement techniques for the identiPcation of nuclear signaturesO,
Geel,)!!" |, http://esardajrc.it/db_proceeding/mpble/pP!" _geel_

$$'.pdf.
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D.W. Swindle, R.L. Pearson, N.A. Wogman and PW. Krey, ‘Screening

of potential sites for undeclared nuclear facilities in environmental

monitoring for nuclear proliferation’, Journal of Radioanalytical and

Nuclear Chemistyy). #$%mno. & pp. " -()$ .

International Atomic Energy Agency, ‘Strengthening the e* ectiveness

and improving the e+ ciency of the safeguards system’, GOV/#,%$

#! February I"" | para. '$.
INFCIRC/'$) (Corrected), article ".
For a review of the field see, for example, V.M. Piksaikin, G.M. Pshakin

and V.A. Roshchenko, ‘Review of methods and instruments for deter-

1&#

mining undeclared nuclear materials and activities’, Science and Global !&&

Securityol. !$, no. !, #))( , www.princeton.edu/~globsec/publications/
SciGloSec.shtml, pp. $"—#; Nicholson, ‘Practical application of wide
area environmental sampling for the detection of undeclared nuclear
activities’; David W. Swindle, “Wide area environmental sampling: Results
from an international evaluation on potential applications in international
safeguards’, ##*ESARDA Annual Meeting, Dresden, %!# May #))) ,
http://esardattjrc.it/db_proceeding/mfile/P_#))) _Dresden_% .pdf.
International Atomic Energy Agency, ‘Use of wide area environmental
sampling in the detection of undeclared nuclear activities’, STR-&#! "™ .
Garry Dillon, Wide Area Environmental Sampling in-lraNonpro-
liferation Policy Education Centre, #))( , www.npec-web.org/Essays/
WideAreaEnvironmentalSampling. pdf.

- is figure is obtained by dividing the ‘detection area’ of each sampler
(given by pi multiplied by its radius squared) by the land area of Iran.
In fact, the detection area is kite shaped rather than circular but that
is a subtlety which can be ignored in obtaining an order of magnitude
estimate such as ours. See Nicholson, ‘Practical application of wide area
environmental sampling for the detection of undeclared nuclear activities’.
Dillon.

Ken W. Nicholson, “Technical solutions and directions: Wide area moni-
toring’, ESARDA/INMM workshop on ‘Safeguards perspectives for
a future nuclear environment’, Como, !$-!(' October #))&, http://
esarda#jrc.it/db_proceeding/mfile/P_#))&_Como_&(-nicholson-
YO pe.

Dillon.

T. Valmari and R. Rosenberg, “Wide area environmental monitoring’,
#3$" ESARDA Annual Meeting, Luxembourg, #%&) May #))#,
http://esarda#jrc.it/db_proceeding/mfile/P_#))#_Luxembourg_g!-
)#-valmari-rosenberg-ed.pdf.

Dillon.

Hartwig Spitzer, - e improvement of satellite capabilities and its impli-

cations for the open skies regime’ in Pdl Dunay, Mérton Krasznai,
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Hartwig Spitzer, Rafael Wiemker and William Wynne, Open Skies: A

Cooperative Approach to Military Transparency and Conbdence Building

United Nations Institute for Disarmament Research (UNIDIR), Geneva,
#)$.
Fora survey of commercial satellite capabilities see B. Jasani and Gotthard

Stein, ‘Introduction’” in Bhupendra Jasani and Gotthard Stein (eds)

Commercial Satellite Imagery: A Tactic in Nuclear Weapon Deterrence,

Springer-Verlag, Berlin, #))#, p. %- e figure of ) .&m for aircraft imag-
ery is the maximum permissible resolution under the Open Skies Treaty
(see below).

Leslie, Riggs, Bragin, Bob Truong, Neville and Staenz.

US O+ ce of Technology Assessment, Environmental Monitoring for
Nuclear Safeguafd$A-BP-ISS-!(% US Government Printing O+ ce,
Washington, DC, """, www.wws.princeton.edu/cgi-bin/byteserv.prl/
~ota/disk!/I"" /"1%/"1%.PDEF, p. $#

Procedures to be followed in the event of a disagreement are also laid
down in paragraphs % #! and ##

Emphasis added.

An excellent summary of CWC challenge inspections can be found in
US O+ ce of Technology Assessment, Nuclear Safeguards and the Inter
national Atomic Energy Agepcy —(#.

Convention on the Prohibition of the Development, Production, Stock-
piling and Use of Chemical Weapons and on their Destruction (Chemical
Weapons Convention), I""&, Annex on implementation and verification
(Verification Annex), Part X, para. #".

Chemical Weapons Convention, Verification Annex, Part X, para. $!.
Chemical Weapons Convention, Verification Annex, Part X, para. $!.
Chemical Weapons Convention, Verification Annex, Part X, para. $%
John R. Walker, ‘Chemical weapons verification: the UK’s practice
challenge inspections programme at government facilities’, VeriPcation
Reportgyz, Verification Research, Training and Information Centre
(VERTIC), London, I""! ; United Kingdom, ‘Verification of nuclear
disarmament: Second interim report on studies into the verification
of nuclear warheads and their components’, Working paper submitted
to the Preparatory Committee for the #))' Review Conference of the
Parties to the Treaty on the Non-Proliferation of Nuclear Weapons, NPT/
CONE#))" /PC.III/WP& YApril #))$, www.reachingcriticalwill.
org/legal/npt/prepcom)$/papers/ UKwp&pdf.

International Institute of Strategic Studies, ‘Tran’s strategic weapons pro-
grammes: A net assessment’, p. $(.

GOV/#))&/," , para. &#

- is is what happened at Lavisan-Shian, a military facility which, it

has been alleged, was part of Iran’s clandestine nuclear programme.
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I e facility was razed to the ground and the topsoil removed+#b'
late"##% a result Iran claimed of a planning dispute between the
Municipality of Tehran and the Ministry of Defence. Informatior-%*
provided by Iran to back-up this claim Oappeared to be coherent and
consistent with its explanationd, International Atomic Energy Agency,
Olmplementation of the NPT Safeguards Agreement in the Islamic
Republic of Iran®, GOV##%&', " Septembet##% www.iaea. +%(
org/Publications/Documents/Bod#d#%goV'##%&' .pdf, para$(. +&#
Environmental samples were taken at Lavisan-Shian"#¥)uaed

For the text of the Jui¥#&0, er see www.diplomatie.gouv.fr/en/article-
imprim.ph?id_article%$+)

M. Ghannadi-Maragheh, Olranian nuclear fuel cycle experience®, World
Nuclear Association Annual Symposium, Lon#i@tSeptember
"##%www.world-nuclear.org/syi##ghannadi.htm; OECD NEA

and IAEAUranium!""#: Resources, Production and Dema&#(,

Albright.

Oliver Meier, ONews analysis:growing nuclear fuel-cycle debate®,
Arms Control Todawl.$(, no.(, "##&, www.armscontrol.org/dét#&

no evidence of undeclared nuclear material was found. Iran states that +#NAFuel.asp; Pierre Goldschmidt, OMechanisms to increase nuclear

this was because Ono nuclear material and nuclear activities related tofuel supply guaranteesO, Carnegie International Non-Proliferation

the fuel cycle were carried out at Lavisan-ShianO, %@QN$,

parat+## +&+
UN Security Council Resolutie®&(&parat UN Security Council  +&"
Resolution+'$', parat +&$
INFCIRC/%)#Corrected), articlea.(i). Italics in the original. +&)

INFCIRC/%)#Corrected), articlea.(iv).

INFCIRC/%)#Corrected), Annex |, para. (i). ltalics in the original.
International Atomic Energy Agency, OCommunications received fr&¥
certain member states regarding guidelines for transfers of nuclear-

Conference, Washington, D& Novembel'##%

Goldschmidt.

Goldschmidt.

Goldschmidt.

For a list of the states that have ratibed the Open Skies Treaty see the
website of the Canadian Defence Forces, www.dnd.ca/site/newsroom/
view_news_e.asp7id=

Jozef Goldblafrms Contrdh e New Guide to Negotiations and-Agree
ments'nd edn, Sage Publications, Londg#,, p."&&

related dual-use equipment, materials, software and related technota§0 Iran, OComplementary information and claribcation on the report of the

INFCIRC/"%)ReV. /Part", "# March"##& www.nuclearsuppliers
group.org/PDF/infcit®b)' p"-#&#$"#pdf.! e Nuclear Suppliers
Group is a group of states with advanced nuclear industries that aims to
control the export of fuel cycle technology in order to prevent the
proliferation of nuclear weapons.

British American Security Information Council (BASIC), OA constructive
EU-US approach to the Iran nuclear dispiB€zember#oowww.  +&'
basicint.org/countries/iran/statement.htm.

If Iran had a clandestine nuclear programme, it would not risk military
action by announcing its intention to proliferate by leaving the NPT.

It would manufacture its brst nuclear weapon in secret and renouré&e
the NPT only after it had done so.

Producing# kg®® of ($ per cent enriched uranium from Nged ~ +&(
stock requirg$##kgSWU (with a tail assaytd@per cent). is would

require a####machine cascade consisting of centrifuges with a separa
tive capacity 8fkgSWU/yr (higher than IranOs centrifuges have achieved
so far) to operate foyears; months.

Using the same assumptions as listed in foofideept fokYper

cent enriched feedstock.

Persbo. +'+

Director General to the Board of Governors on implementation of
safeguards in the Islamic Republic of Iran (GE8/+9 in Inter

national Atomic Energy Agency, OCommunicatiori dégedh"##8

received from the permanent mission of the Islamic Republic of Iran to
the AgencyO, INFCIRC!, * March"##&, www.iaea.org/Publications/
Documents/Infcirc##&/infcirc&™ .pdf.

Pursuant to article W.four types of sensor may be used: optical
panoramic and framing cameras, video cameras with real-time display,
infra-red line-scanning devices and sideways looking synthetic aperture
radar.

+((" Treaty on Open Skies, articl& Xaww.osce.org/documents/doclib/
+("/#9+$'&) en.pdf.

Goldblat, p++Examples of this include (& Vienna Conpdence

and Security Building Measures Document and({f6Santiago
Declaration.

See for instance the comments by John Redick, Julio Carasales and
Marco Marzo at the conference OArgentina and BreZilatin
American nuclear rapprochementO, Nahel S¢é¢, e transcript

is available at www.isis-online.org/publicationggiseltoc.html.

Persbo.

International Institute of Strategic Studies, OlranOs strategic weapof¥ proFor an excellent overview see Goldblat (ed) with Fischer and Szasz,

grammes: A net assessment®&Bip.
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See also table II.

International Atomic Energy Agen&EA Safeguards Glosparg. I
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In fact, the same measurement errors that make MUF inevitdhle
also result in slight)dirences between the IAEAOs measurements and
those of the operatdr. ere is therefore likely to be jpedénce, D,
between the IAEAOs estimate of MUF, MUFO, and that of the opetator:

MUFO = MUF - D. It is therefolMUFO) notgMUF) that is
important in interpreting the results of inspections, but)tieestice

is rarely important. See International Atomic Energy Ag&Bey,
Safeguards Glosgmana.|%$.

US O+ ce of Technology Assessmdunt|ear Safeguards and the Inter
national Atomic Energy Ageayk(B.,.

Aigner etat. e bgure in tabléor the uncertainty in sampling from dirty
uranium scrap has been taken as the valesiuming that the random

error, which has not yet been debned, is equal to the systematic error.
Aigner et al.
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